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A B S T R A C T   

The reliability of infrastructure that is critical to society’s functionality, survival and progression has gained 
significance for both national security and research because of its large-scale and interdependent nature. 
However, the theoretical basis of the relatively new research field of critical infrastructure is incomplete and the 
common parlance about the underlying concepts is ambiguous. This article addresses this issue and presents the 
results of a substantial review of scientific literature on the concepts of systems, infrastructure and governance. 
The results demonstrate that the concepts encounter a common challenge in characterising their key elements, 
structures and processes because of their recursive nature. The multi-level character of critical infrastructure 
systems provokes governance to systemically address the properties of adaption, emergence and entropy which 
the complex system-of-systems exhibits. This article contributes with both a conceptual study of the terms sys-
tem, infrastructure and governance and a detailed review of the state of the art regarding these concepts in the 
current scientific literature to an enhanced understanding of the theoretical foundations of the associated fields. 
Subsequent research could interrelate other concepts, such as vulnerability, resilience, sustainability and feed-
back with the provided state of the art.   

1. Introduction 

Infrastructure that is critical to society’s functionality, survival and 
progression (Cohen, 2010) has been characterised as a complex ‘socio- 
technical system-of-systems’ (Gheorghe et al., 2006), implying that a 
system perspective is crucial to understand, develop and maintain safe 
and reliable infrastructure. Common criteria for classifying a system as 
‘complex’ include interconnectedness and interdependency of system 
components, autonomous and adaptive behaviour of components, non- 
linearity of consequences and the extent of the system (Holland, 2006; 
Hokstad et al., 2012). Moreover, this non-linearity of cause and effect 
due to interconnected subsystems can evoke an emergent system 
behaviour, which the properties of the subsystems cannot completely 
explain (Bar-Yam and Kiel, 2009). Finally, the steering of any system 
needs to address entropy in order to maintain the system’s intended 
function. Research on complex systems therefore also concerns gov-
erning dynamics and multidimensional problems, which invoke com-
plex system governance to produce system viability through control, 
communication, co-ordination and integration (Katina et al., 2017; 
Keating, 2014; Keating and Bradley, 2015; Keating et al., 2014; Keating 

et al., 2015). The main focus is however on technical and physical sys-
tems, which excludes the socio-technical, social and political issues in 
the multi-level construct of the governed and governing system, its 
processes and the related infrastructure. 

However, critical infrastructure protection (CIP) can be viewed as a 
common, societal concern that is located in the field of governance be-
tween governmental control and competitive market dynamics as well 
as the private sphere of citizens (Offe et al., 2008). According to Ashby, 
the governing system is similarly complex as the governed system 
(Ashby, 1956); which implies that the governance of CIP could be 
considered a similarly complex system as that of the whole society’s 
infrastructure. Thus, this paper argues that a system perspective would 
be a valuable theoretical focus to understand and develop not only so-
cieties’ critical infrastructure but also the steering approach necessary to 
ensure its safe and reliable function. Previous research has both recog-
nised an immaturity of the research field of critical infrastructure 
(Seager et al., 2017; Katina and Keating, 2015) and suggested a holistic 
view of the system-of-systems (SoS) of critical infrastructure. Since the 
theoretical basis of the relatively new research field of critical infra-
structure is incomplete and the common parlance about the underlying 
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concepts is ambiguous, improvements of the conceptual base are 
necessary. Contributions could advance the interdisciplinary research 
field and facilitate communication at the intersection of infrastructure 
engineering and public administration in order to harmonise the per-
ceptions of the various decision-makers who are entrusted with plan-
ning, policy-making and realisation in the context of CIP (Pescaroli and 
Alexander, 2016) both within a national system and across country 
borders (Masera et al., 2006). 

This paper aims therefore to clarify the state of the art of the critical 
infrastructure field with regard to the multi-faceted concepts of systems, 
infrastructure and governance. The goal of this study is to provide a 
comprehensive overview about relevant theoretical foundations and 
properties of systems, infrastructure and governance and their applica-
tions in current research in the CIP field. To this end, this study reviews 
current scientific articles and papers on CIP and focuses on how recent 
literature communicates and applies the mentioned concepts. In addi-
tion, the investigation analyses contrary understandings or problems 
related to certain system properties, such as adaption, emergence and 
entropy, which can be of particular interest for research and practice. 
This article contributes with both a solid theoretical foundation with 
respect to the terms system, infrastructure and governance and an un-
derstanding of the state of the art regarding these concepts in the current 
scientific literature to propel the theoretical progression of the CIP field. 
Therefore, this study’s findings are of interest to related fields concerned 
with system analysis, resilience engineering, governance, societal safety 
and security. 

Following the outline of the basic terms and properties of systems, 
infrastructure and governance, the method section details the collection 
and analysis of recent scientific literature. The result section conveys the 
essence of the literature review and presents the findings regarding 
inherent and articulated meanings, common elements and properties. 
After a brief discussion of remaining gaps and implications for future 
research, the conclusion section completes the article. 

2. Theoretical background 

2.1. A brief review of system theories and key properties of systems 

The lowest common denominator consists of three key elements that 
form a ‘system’: some components that have a kind of interaction and are 
surrounded by a certain environment. Although this general under-
standing is present in earlier history, von Bertalanffy (von Bertalanffy, 
1950; von Bertalanffy, 1968) first formulated the General System The-
ory and discussed these elements in contrasting biological and physical 
phenomena. These key elements of any system have specific properties, 
which can be used to characterise a system type. For example, the type of 
exchange that a system maintains with its environment defines whether 
the system is considered open or closed. 

Science have been concerned with closed systems to examine 
transformation of energy or chemical elements, wherein ‘closed’ con-
veys that no element (or only energy) can enter or leave the system, and 
no material exchange occurs (von Bertalanffy, 1950). In this regard, 
Clausius’ research that resulted in the concept of entropy (Clausius, 
1850; Clausius, 1850; Clausius, 1865) is of particular interest. He has 
stated that ‘[t]he entropy of the world is striving towards a maximum’ 
[Die Entropie der Welt strebt einem Maximum zu (Clausius, 1865), which 
explains the tendency towards decay or maximal disaggregation [Dis-
gregation (ibid)) that is observable in natural and man-made systems. In 
short, it implies that entropy is increasing due to irreversible processes, 
such as friction, a pressure increase or mixing in a closed system. To 
lower entropy and obtain a form of restitution of the previous state, a 
compensation must occur, that is, exergi must enter and anergy must 
leave the system. In other words, a steering mechanism must address 
this property to ensure the system’s ability to function as intended, 
which appears highly relevant in the CIP context. Since then, several 
researchers have investigated the relationship between processes within 

a system and an external entity that possesses the ultimate knowledge of 
the system [e.g. Maxwell, 1871; The Sorting Demon of Maxwell, 1879], 
which facilitates system control and steering. Shannon (Shannon, 1948) 
has coined the adoption of entropy by information theory, wherein en-
tropy is considered a measure of uncertainty to address the lack of 
knowledge in a system. Ultimately, the definition of system borders can 
clarify the intersection between the system and its steering entity. 

To address entropy, systems can be considered open to interact 
across and beyond system boundaries with other systems or with a 
larger, surrounding environment (von Bertalanffy, 1950; von Berta-
lanffy, 1968). The open system concept has also been viewed as 
appropriate for surmounting the limiting perspectives of closed tech-
nical systems and approaching enterprises as open socio-technical sys-
tems (Emery and Trist, 1960). According to Mumford (Mumford, 2006), 
the technical part covers ‘technology and its associated work structure’, 
and the social part encompasses ‘grouping of individuals into teams, 
coordination, control and boundary management’ as well as ‘the dele-
gation of responsibility to the work group and a reliance on its judge-
ment for many operational decisions’. In addition, ‘the social and the 
technical should, whenever possible, be given equal weight’(Mumford, 
2006). 

Interactions are viewed as a key element of systems, particularly in 
sociological systems theory. Scholars have approached interactions be-
tween individuals within small groups, for example in communication 
processes (Neidhardt, 2017; Bräuer, 2005; Kelley et al., 2003; Kelley and 
Thibaut, 1978). The focus is on, among others factors, the understanding 
and acceptance of messages and the concept of mutual dependence and 
interference of the interaction partners (Bräuer, 2005; Bierhoff and Frey, 
2017; Becker-Beck, 1997). In addition, Luhman has explicated an un-
derstanding of a social system that completely abstracts from humans in 
an all-comprehending media system (Luhmann, 1984). His perspective 
has been criticised for several reasons; for example, it projects a radical 
renunciation of social aspects in societies, and it obscures the human 
capacity for deliberating and pursuing rational interests (Habermas, 
1981). However, this view of a social system starkly differs from the 
understanding within that of a socio-technical system. 

Moreover, complex and adaptive systems feature components that 
interact in parallel, base actions on conditional reasoning, build sub-
routines and use adaption to improve performance. The components 
(agents) reside and act within a space, wherein they interact and in-
fluence each other. Therefore, the system emerges as a set of agents and 
their interactions that fit together optimally in a joint environment, 
which is called a fitness landscape [see e.g. Onik et al., 2016]. This 
emergent system interacts competitively with other complex adaptive 
systems, called landscapes, which, however, makes it difficult to clearly 
distinguish between the internal and external environment of the system 
(s) and each agent. The interactions with other systems yield informa-
tion that, consistent with the previous statements, can be interpreted as 
an exchange that reduces a system’s entropy and allows for further 
progress. Consequently, the complex adaptive system reorganises its 
network structure among the constituting and available agents to 
improve its key process. This adaptive reorganisation initiates further 
changes in both the agents’ cognitive model and the number of in-
teractions in the fitness landscape by adapting to the returning infor-
mation through the layers of the system (Ellis and Herbert, 2011). These 
adaptions at several levels induce further interferences back and forth 
through the system(s) and environment(s). The consequence is a set of 
effects that are spontaneous, uncertain and highly difficult to predict; 
such effects are collectively referred to as ‘emergence’. 

To develop an understanding of systems that comprise systems, 
Ackoff (Ackoff, 1971) has compiled some key concepts, which stresses 
the subjectivity of a particular system configuration. In particular, he 
has differentiated between organisations and organisms as concepts for 
approaching an SoS with the aid of the label ‘purposeful’, which signifies 
the ability of a system to choose both goals and means. In this sense, an 
organisation is an SoS which consists of at least two systems that ‘have 
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and can exercise their own wills’ for a common purpose, wherein ‘at 
least one subsystem has a system-control function’ (Ackoff, 1971). This 
definition implies that an organisation can be comprised of two persons 
(i.e. organisms) or of several organisations. Furthermore, by claiming 
that ‘in an organism only the whole can display will, none of the parts 
can’, Ackoff (Ackoff, 1971) has rejected the treatment of organisations 
as organisms in both research and practice. Nevertheless, such anthro-
pomorphic perception of systems is evident in complex adaptive sys-
tems, wherein agents use reasoning to organise themselves in systems. 
The rule-based reasoning of these agents is realised by algorithms, which 
can, to some extent, be called artificial intelligence. Still, the extent to 
which a technical system in combination with a reasoning artificial 
‘demon’ can be viewed as an ‘organism’ remains uncertain. One appli-
cation of such organism/organisation perspective can be found in Beer’s 
Viable System Model [see e.g. Beer, 1995; Espejo and Harnden, 1992], 
which approaches a system as a set of systems that, as a unit, is auton-
omous and capable of surviving. Although the Viable System Model 
conceptually enables an analyst to model an SoS, which recursively in-
volves the SoS itself, the interrelations between the subsystems and their 
individual ‘parent’ systems, the interrelations between the latter and the 
various environmental settings, and the inherent complexity of such 
attempt reasonably necessitates a deliberate limitation of its application. 

According to Maier (Maier, 1998), a system that has operational and 
managerial independence of its elements is a SoS. This assertion stresses 
the deliberate decision of systems to collaborate in an SoS for a common 
purpose. In this sense, Maier’s perception of an SoS is similar to Ackoff’s 
view of an organisation and the agents in a complex adaptive system. 
The main argument is that a system which is a component of an SoS is 
simultaneously a subsystem of another system, which necessitates 
collaboration among the latter to align strategic objectives in policies, 
common standards for technical interfaces, and specific goals and means 
for operations and development. Hence, an SoS is a system of subsystems 
of other SoS (Große, 2020). This term is analogically cumbersome, as it 
illustrates the entangled nature of SoS, which involves differences in 
environmental conditions and a diminished opportunity for the parent 
system to exercise control over its subsystems that are also part of 
another SoS. This conceptual construct is likewise applicable to orga-
nisations, political and social systems of societies and socio-technical 
systems. 

2.2. The infrastructure system and its function 

The term ‘infrastructure’ stems from the Latin words infra, meaning 
‘underlying’, and structura, meaning’assemblage’. Therefore, infra-
structure is defined as an underlying base or framework, which include 
material or fixed assets, service processes, formal rules and information 
flows [e.g. Große, 2020; European Commission, 2004]. Using a system 
perspective can assist in defining infrastructure in a certain context. For 
example, transport infrastructure can be viewed as comprising the 
different underlying fixed assets, such as roads, railways, train stations, 
ports and airports, the service processes that build the physical assets 
and perform transportation, and the manifestation of societal concerns 
regarding mobility and the supply of goods. Thus, infrastructure pro-
vides a structure or tool upon which a user acts, which confirms that the 
user’s perspective determines the critical process that infrastructure as a 
system executes and the product of the process which emerges as a 
precondition for a particular user. 

Defining infrastructure in a comprehensive manner is challenging, 
which official descriptions illustrate. For example, the European Com-
mission has defined critical infrastructure as structures that ‘consist of 
those physical and information technology facilities, networks, services 
and assets which, if disrupted or destroyed, would have a serious impact 
on the health, safety, security or economic well-being of citizens or the 
effective functioning of governments in the Member States. […] Some 
critical elements in these sectors are not strictly speaking ’infrastruc-
ture’, but are in fact, networks or supply chains that support the delivery 

of an essential product or service. For example the supply of food […] is 
dependent on some key facilities, but also a complex network of pro-
ducers, processors, manufacturers, distributors and retailers’ (European 
Commission, 2004). 

Thus, reliable functionality of infrastructure depends on not only 
fixed or physical assets but also multi-level systems that perform inter-
related processes, such as operation, maintenance and development, and 
decision-making regarding operational, managerial and strategic ob-
jectives. Applying a systemic view on critical infrastructure appears 
therefore useful for research and development. The growing intercon-
nectedness of modern societies has increased their dependency on vital 
societal functions, such as transportation, healthcare, electricity and 
information and communication technology (ICT). Hence, the critical 
infrastructure system’s functionality or key process that provides 
essential goods and services for public well-being (Katina et al., 2017) 
warrant further conceptual clarification. 

Whereas the existence of a system in general can be independent of 
the process that it was intended to facilitate, the process itself relies on 
an executing system. Furthermore, a process has a determined start and 
end, which can in turn relate to the determination of a system, though 
this consequence is not mandatory. A process, such as transportation, is 
a content-related and self-contained sequence of timely and logically 
consistent events and activities that processes a central, process- 
characterising object [see e.g. Becker and Schütte, 2004; Davenport, 
2017; Davenport and Short, 1990; Scheer, 1991]. A process can be 
performed in parallel instances or rapid succession, which may feign 
continuity. Aside from demanding a trigger, each process iteration dif-
fers from previous and subsequent ones because of several changes 
regarding, for example, the process object, the properties of materials or 
the state of the executing system. The term ‘process’ can have two in-
terpretations. In the first, it relates to a blueprint of such sequence, 
which is often referred to as a reference process (vom Brocke, 2003). In 
the second, it can concern a particular execution of a reference process. 

With the entangled nature of infrastructure in mind, the establish-
ment of physical infrastructure, such as roads or cars, can be considered 
a preceding process that is performed by another system, which also 
underlines the dependency of the subsequent processes, such as car- 
driving, on the preceding ones. Such interdependency refers to the 
inherent uncertainty about mutual dependencies that emerge from the 
intertwined character of infrastructure in society. A classification of 
infrastructure interdependencies states four types (Rinaldi et al., 2001): 
physical (exchange of goods), cyber (exchange of information), 
geographic (effects that emerge from close spatial proximity) and logical 
(‘if the state of each infrastructure depends on the state of the other via a 
mechanism that is not a physical, cyber, or geographic connection’). 
Such interdependencies necessitate proper attention and management 
to develop and maintain safe and reliable infrastructure systems. Hence, 
infrastructure can be considered the system to be governed for ensuring 
its intended functionality for society. 

2.3. Governance 

As indicated, complexity challenges not only the analysis of infra-
structure but also its governance since a multitude of factors can 
contribute to the problem. First, critical infrastructure and its protection 
can be seen a matter of concern for the political system, which, in 
accordance with Easton (Easton, 1965), can be envisioned as a ‘black 
box’ that encompasses institutions, processes and actors that yield 
binding decisions for society. It involves questions of who possesses 
authority and which influences impact its society and economy. In this 
sense, a political system is mainly associated with government but can 
also be applied to another kind of organisation, multi-stakeholder group 
or multi-level system that involves man-made steering mechanisms and 
power relations. 

The governing system in the context of critical infrastructure can be 
related to the concept of governance, since critical infrastructure is often 
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established, operated and maintained by private actors, whereas the 
steering seeks to address societal objectives beyond the individual pro-
viders’ goals. However, scholars have noted that governance is an ‘elusive 
and much debated concept’ (Griffin, 2010) and a ‘significant expansion, 
broader than management’ of society (Ison et al., 2018). The lowest 
common denominator characterises governance as a departure from 
traditional ruling and top-down control, which are associated with gov-
ernment, towards participative forms of policy-making, in which, ac-
cording to Rhodes (Rhodes, 1996), ‘self-organizing, interorganizational 
networks’ […] complement markets and hierarchies as governing 
structures for authoritatively allocating resources and exercising control 
and co-ordination’. This characterisation positions governance at the 
intersection of governmental control, competitive market dynamics and 
the private sphere of citizens (Offe et al., 2008; Grzeszczak, 2015). In this 
space, an interorganisational network, which corresponds to the concept 
of an SoS, governs (public) service delivery of, for example, trans-
portation or undisturbed power supply. In addition, governance is 
perceived as a peculiarly subject-less phenomenon (Offe et al., 2008). 
Whereas the term ‘government’ clarifies the mode and body that governs 
society, the term ‘governance’ nebulises the governing actor, which can 
explain the popularity of the term in a variety of contexts even beyond the 
public sphere. Since the ambiguity of the term tends to complicate ana-
lyses in the social sciences, it has been questioned whether governance 
marks the contraposition (Gegenbegriff) or the genus proximum (Oberbe-
griff) to government (Offe et al., 2008; Colebatch, 2014). However, 
practicing decentralised governance as the opposite approach to cen-
tralised government has revealed deficit symptoms, such as dysfunc-
tionality and loss of institutional memory about ‘how things have come 
about, and, more importantly perhaps, why they did’ (Tingle, 2015). 

Research has emphasised that large-scale problems, such as climate 
change and an increasing dependency on critical infrastructure, chal-
lenge society and governments because they transcend political domains 
(Griffin, 2010; Ison et al., 2018). In view of this, Ison et al. (Ison et al., 
2018) have recalled the cybernetics of Wiener (Wiener, 1948) to 
contend with complexity in society and introduced the concept of cyber- 
systemic governance. This approach stresses the dynamic and systemic 
relationships among stakeholder groups in society and common con-
cerns regarding, for example, the biosphere and the technosphere. The 
authors have particularly highlighted the relevance of negotiating and 
pursuing social purpose as it develops within an unfolding context. In 
addition, McIntyre-Mills (McIntyre-Mills, 2006) has applied a shift in 
thinking to characterise systemic governance as a bottom-up approach 
that starts at the local level and, through adaption to circumstances and 
the emergence of new forms, is able to span multiple areas. This 
perspective is Gegenbegriff to traditional forms of government; however, 
it struggles with the systemic perspective, which would also encompass 
larger concerns from the local perspective, and vice versa. 

The representation of the governing system as network is an 
important phenomenon in both governance and public policy theory [e. 
g. Petridou, 2014; Henry, 2011]. For example, public–private collabo-
rations that target the development and maintenance of critical infra-
structure to ensure reliable service provision can be recognised as 
governance networks. By participating in such networks, organisations 
can reduce transactions costs and information asymmetries, which also 
has a positive effect on legitimacy and the acceptance of public policies 
(Ahrens and Rudolph, 2006). Although governance networks are often 
created and co-ordinated by the state, self-organisation is seen as the 
ideal steering mechanism within such networks. Central to all types of 
networks is the interests that dominate them, for example economic or 
societal purposes. Governance networks thus vary in both the degree of 
internal influence and the properties that ultimately characterises the 
individual nature of such network that performs the policy process. The 
generic policy process consists of five phases: agenda-setting, policy 
formulation, decision-making, implementation and evaluation. The first 
phase can be further divided into the stage of problem identification and 
definition and the stage of agenda-setting (Jann nd Wegrich, 2007; 

Rinfret et al., 2018). The last phase can also lead to the termination of a 
policy (Hill and Varone, 2017; Lasswell, 1948). 

Thus, governance networks must be studied empirically to be char-
acterised and analysed (Rhodes, 1997), which also applies to the CIP 
context. To facilitate the development of understandings regarding 
critical infrastructure, its governance and the related policy process, a 
system-theoretical perspective seems relevant in studying the structure 
of the governed and governing systems, represented in networks, and 
the functions and properties that relate to particular implementations in 
practice. 

3. Material and methods for data collection and analysis 

This section details the systematic literature review (Paré et al., 
2015) that consisted of a search for relevant scientific articles (vom 
Brocke et al., 2009) and a qualitative content analysis of a selection of 
articles (Maxwell, 1992). 

During the initial phase, the structured process of the literature 
search and selection applied broad and general search terms in various 
databases to identify the most comprehensive option. The initial search 
returned a vast range of hits in various databases, including 1,370 in 
ProQuest Social Sciences, 5,646 in Ebsco, 9,114 in Scopus and 3,662 in 
World of Science. Based on this initial assessment, Scopus was selected 
for the subsequent literature search. 

During the search process, the initial search term was varied to 
reduce the number of results and, thereby, to obtain a selection that 
suitably represents current research in the field of complex systems, CIP 
and governance. Table 1 displays key words, search terms and results in 
a chronological order; the search process stopped after applying the 
term in row nine. 

The literature selection process applied a four-step refinement: 

1. Examining titles, keywords and abstracts on their relevance for 
this review 
2. Reviewing the content to confirm the relevance 
3. Identifying the article’s focus and perspective for mapping them to 
the main analysis categories; and 
4. Analysing the complete content. 

The final selection included 30 carefully selected scientific articles 
and book chapters that were identified by the final search term (see 
Table 1, row nine); five matches that targeted entire books were 
excluded. This body of literature formed the basis for the analysis to 
substantiate the understanding of systems, infrastructure and 
governance. 

Table 1 
Key Words, Modified Search Terms and Hits in Scopus.  

N Search Term Hits 

0 (TITLE-ABS-KEY (“system* governance*”)) OR (TITLE-ABS-KEY 
(“critical infrastructure*”)) 

9 114 

1 TITLE-ABS-KEY (“complex system*”) 62 997 
2 TITLE-ABS-KEY (“critical infrastructure”) 8 711 
3 (TITLE-ABS-KEY (“critical infrastructure”)) AND (protection) 3 936 
4 (TITLE-ABS-KEY (“critical infrastructure”)) AND (protection) OR 

(governance) 
4 141 

5 (((TITLE-ABS-KEY (“critical infrastructure*”)) AND (protection) OR 
(governance)) AND (system*)) 

3 796 

6 (((TITLE-ABS-KEY (“critical infrastructure*”)) AND (protection) OR 
(governance)) AND (system*))  

AND (complex*) 

1 441 

7 (((TITLE-ABS-KEY (“critical infrastructure*”)) AND (protection)) 
AND (system*)) AND (governance) 

288 

8 (((TITLE-ABS-KEY (“critical infrastructure*”)) AND (protection)) 
AND (system*)) AND (governance)AND (complex*) 

155 

9 (((TITLE-ABS-KEY (“critical infrastructure*” )) AND (protection)) 
AND (“complex system*”)) AND (governance) 

35  
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In pursuit of a solid point of departure for the academic community 
that is interested in systems and their reliability (Paré et al., 2015; 
Pfeffer and Sutton, 2006), the literature analysis started already along-
side the selection process by assessing the type of literature, the year and 
place of publication, the number of authors and other available meta- 
information. 

As Table 2 indicates, the final selection consisted of two chapters of a 
serial publication and 18 journal articles, of which two provided liter-
ature reviews. Furthermore, the selection included 10 conference arti-
cles, of which the majority had been published in or after 2016. 

Research designs that use qualitative, semi-qualitative or mixed- 
method approaches are useful to expand understanding and to enrich 
insights (Johnson et al., 2007). The in-depth review of the selected 
literature applied therefore a qualitative content analysis that assists 
with analysing and interpreting texts to find patterns in their content. 
The analysis followed an iterative process. First, the key words from the 
literature search directed the initial reading in which the results were 
highlighted manually in the material. Then, a close textual analysis was 
conducted that adapted the kaleidoscope for integrative system ana-
lysis—KISA (Große, 2021) to extract the understandings provided in the 
selected articles. This conceptual frame aligns with the outlined theo-
retical background and includes four perspectives: system, infrastruc-
ture, governance and related processes. After gaining an initial 
understanding of the articles, detailed categorising and coding was 
performed. 

In particular, the analysis concentrated on the following 
representations:  

• Systems: What constitutes the system of interest and how is it 
defined? What are the theoretical foundations and key concepts? 
How is the nature of the system characterised?  

• Infrastructure: What is the provided definition of infrastructure? 
What types are described? What is the conveyed understanding of its 
purpose, function and structure?  

• Governance: How is governance described and interpreted? What 
tasks and properties are associated? 

Definitions, examples and certain aspects that the authors have 
emphasised were extracted from each article. The qualitative content 
analysis was also attentive to patterns and issues that emerged from the 
texts, such as contrary understandings, common usage of concepts and 
problems of particular interest for this review. The analysis of articles 
from the outlined theoretical perspectives and main categories both 
broadened and deepened the understanding of the content until satu-
ration was reached, that means, no further details could be uncovered to 
enrich the gained understanding with respect to the analysis questions. 
To this end, the data analysis applied a hermeneutic approach to the 
selected articles, which necessitated deliberate, reflected subjectivity of 
the analyst to interpret data and results that could yield novel insights 
(Breuer et al., 2002; Reichertz, 2015). One observation is that about 

three-quarters of the reviewed articles contain no description of the 
actual research process or epistemological position, which can relate to 
the mentioned immaturity of the relatively new research field of CIP 
(Seager et al., 2017; Katina and Keating, 2015), its strong anchorage in 
engineering or its preference for multi-disciplinary approaches in the 
interplay between solution-orientation and theory development. How-
ever, excerpts from the articles substantiate the analysis of the state of 
the art in Section 4. 

4. State of the art: System, infrastructure and governance 

This section presents the results of the literature review and elabo-
rates on the concepts and theories that connect the corner stones of the 
triangle of systems, infrastructure and governance. It concentrates on 
definitions, common elements and emerging issues that are explicitly 
articulated or implicitly incorporated in the articles. 

4.1. The spectrum of system concepts 

Considering the initial assumption of this study that a system 
perspective is a valuable theoretical lens to understand and develop 
critical infrastructure and its governance, condensed into the search 
term for this literature review, it is surprising that none of the reviewed 
articles contains a definition that derives from original research of any 
system theory. Furthermore, less than one-third of them makes any 
reference to previous research in this context when describing the ele-
ments of a system (Katina and Keating, 2015; Große and Olausson, 2019; 
Coaffee and Clarke, 2017; Liu et al., 2017; Lykou et al., 2017; Gonzva 
et al., 2016; Normandin and Therrien, 2016; Ouyang, 2014; Sajeva and 
Masera, 2006). Apart from the possibility that such absence stems from 
the immaturity of the research field of CIP, as Seager et al. (Seager et al., 
2017) and Katina et al. (Katina and Keating, 2015) have recognised, the 
insufficient anchoring in theory can relate to either a tendency of 
scholars to exclusively connect to recent research in the field (e.g. 
mainly published within the recent five years) or a belief of the authors 
that the inherent meaning of the term ‘system’ constitutes common 
knowledge. Closer textual analysis refutes this belief and reveals that the 
articles incorporate a broad spectrum of meanings. Descriptions of 
properties dominate the usage of the system concept in the reviewed 
articles; however, the type of the system of interest remains often un-
clear. The abstraction level in the articles covers systems ranging widely 
from those of an all-encompassing character (Prelipcean, 2010) or 
global impact (Schaberreiter et al., 2016) to purely technical systems, 
which, for example, have been considered in the modelling and simu-
lation of a small gas-power-distribution network (Liu et al., 2017). 

To label specific systems, the articles use a vast number of aspects, 
such as a focus on the key elements of a system, particular system be-
haviours or properties, or the main purpose of a system of interest. The 
analysis following Table 3 considers some labels of the former two types, 
namely technical/technological, socio-technical, social, political, com-
plex adaptive and SoS labels as well as open, closed and interdependent 
labels. Those of the latter type, which regard the systems’ key functions, 
recur in Section 4.2. 

The majority of the articles rather vaguely characterise the system 
under investigation, which radiates confidence—intended or not—that 
the Weltanschauung of the authors is similar to that of a reader regarding 
the interpretation of the distinct system constituents. Based on the 
literature review, six main types can be deduced: technical/technolog-
ical, socio-technical, social, political, complex adaptive and SoS. 

4.1.1. Technical and technological systems 
System characterisations in the investigated context are merely ori-

ented towards physical components and technical constructions wherein 
humans mainly appear in the role of output recipients (i.e. users) or are 
addressed as an environmental factor (e.g. operator or manager of the 
technical system). Such type of system bears several additional labels 

Table 2 
Sources of Journal Articles and Serial Publications Included in the Literature 
Review.  

Source of publication n 

International Journal of Critical Infrastructures 6 
Energy Policy 2 
Journal of Contingencies and Crisis Management 2 
Nato Science For Pease And Security (Series C: Environmental Security) 2 
Reliability Engineering And System Safety 2 
ASCE-ASME Journal of Risk and Uncertainty in Engineering Systems, Part B: 

Mechanical Engineering 
1 

Cognition, Technology & Work 1 
IFIP Advances in Information and Communication Technology 1 
International Journal of Disaster Resilience in the Built Environment 1 
International Journal of Disaster Risk Science 1 
Safety Science 1  
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Table 3 
Appearance of System as Concept (* C: Components, I: Interrelations, E: Environment).  

Author, year Definitions / Descriptions System of interest’s nature Elements* 
C I E 

(Abedi et al., 2019) ‘Real systems consists of thousands to then thousands of 
components’ (p. 27)  

– Known component  
– Mathematically modellable  
– Technical and measurable  
– Interdependent 

X X X 

(Cedergren et al., 2019) ‘the resource system represents the stock of the resource, 
resource units represent what users withdraw from the resource 
system’ (p. 2)  

– Known components  
– Interactions with the system’s environment or 

stakeholders  
– Technical and measurable  
– Constitutes a limited resource 

X X X 

(Große and Olausson, 2019) ‘interactions between components in a system cause system 
behaviour, which is not easily explained by the properties of 
components’ (p. 426)  

– Emergent behaviour  
– Interdependent  
– Entropic and adaptable  
– Large and dynamic 

X X X 

(Katina et al., 2019) ‘blockchaining systems’ in which blockchain has the ‘potential 
to revolutionise internal, external and intra systems and their 
transaction processes at different levels’ (p. 131)  

– Based on virtual currencies (e.g. bitcoin)  
– Physical/information technology  
– Values and beliefs 

X X X 

(Große and Olausson, 2018) ‘Multilevel planning system consists of three hierarchical 
levels—the local, the regional and the national level’ (p. 1896) 
and ‘co-operation between system components’ (p. 1899)  

– Large number of participants  
– Interdependent  
– Unknown components and interrelations are possible  
– Hierarchical and reticular 

X X X 

(Tehler et al. 2018) ‘they are becoming increasingly interconnected growing into 
‘system of systems’ and thereby increasing the risk of 
transboundary crises’ (p. 1865)  

– Feedback loops  
– Interdependent  
– Large extent  
– Physical and technical 

X X X 

(Gheorghe et al., 2018) ‘space systems, mainly satellites orbiting the Earth’ (p. 555) ‘are 
an unalienable component of high-functioning system-of- 
systems’ (p. 559)  

– Physical/information technology  
– Interdependent  
– Functionally expansive 

X X X 

(Antonsen et al., 2017) ‘Dealing with interconnectivity requires good system 
descriptions’ (p. 1840)  

– Interconnected  
– Smart  
– Communication 

X X X 

(Coaffee and Clarke, 2017) ‘complex adaptive systems with […] ability to adapt to such 
conditions of uncertainty and volatility’ (p. 365) and ‘a near 
exclusion of social and human factors’ (p. 367)  

– Interdependent  
– Large and interconnected  
– Uncertain and volatile  
– Non-linear and dynamic  
– Socio-technical and integrated 

X X X 

(Katina et al., 2017) ‘Physical (hard) systems such as roads […], hospitals, electrical 
[…] and water systems as well as soft systems, e.g. SCADA and 
ICT’ (p. 172)  

– Face operational factors  
– Interdependent  
– Technical, controllable  
– Large and dynamic 

X X X 

(Liu et al., 2017) Systems-of-systems ‘are made by many physically and 
functionally heterogenous components […] organized in a 
hierarchy of subsystems that contribute to the system function’ 
(p. 1)  

– Technical  
– Interdependent  
– Mathematically modellable  
– Linear-dynamic  
– Network structure 

X X X 

(Lykou et al., 2017) ‘fixed installations […], vehicles [and] operations (people, 
institutions, laws, policies, and information systems) that 
convert [the former two] into working […] networks’ (p. 2)  

– Mainly physical, fixed  
– Extensive network  
– Transboundary  
– Interconnected  
– Long life span and high costs 

X X X 

(Seager et al., 2017) ‘characterized by empirical relationships between and among 
people, objects, and other systems’ (p. 88)  

– Interdependent  
– Interobjective  
– Has boundaries and purpose 

X X X 

(Gonzva et al., 2016) ‘Socio-technical systems link physical systems with actors and 
rules to provide a particular function’ (p. 2)  

– Large number of dynamically interacting, diverse 
elements  

– Unanticipated variability 

X X X 

(Häring et al., 2016) ‘socio-technical systems like critical infrastructure’ (p. 273) 
that serve ‘functions of critical interest’ (p. 274)  

– Technical and quantifiableContext and conditions  
– Interdependent behaviour  

X X 

(McGee et al., 2016) ‘cannot be completely understood or effectively resolved by 
addressing parts in isolation’ (p. 147)  

– Technical and interdependent  
– Causal relationships  
– Non-linear effects 

X X X 

(Normandin and Therrien, 2016) ‘any social system […] is composed of a large number of parts 
that interact non-linearly’ (p. 110)  

– Emergent behaviour (macro)  
– Interaction (micro)  
– Order/disorder (neg-/entropy) 

X X X 

(Schaberreiter et al., 2016) ‘composed of many components that are interacting to provide a 
service […] not […] in isolation’ (p. 672)  

– Socio-technical and diverse  
– Interdependent and global  
– Technology-based and cyber 

X X X 

(Katina and Keating, 2015) ‘a set of interrelated components working together toward some 
common objective or purpose’ (p. 332)  

– Physical (hard) and soft (ICT)  
– System-of-systems  
– Integrated and co-ordinated 

X X X 

(Di Maio, 2014) ‘not limited to the IT infrastructures, Data Base and Network but 
extend to facilities, utilities and support services; policies, 
procedures, and people’ (p. 5)  

– Interoperable  
– Plurality of actors  
– Interdependent  
– Virtually no-boundary 

X X X 

(continued on next page) 
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that emphasise, for example,  

• The components: generator (Abedi et al., 2019), real (Abedi et al., 
2019), rail/railway (Seager et al., 2017; Cedergren et al., 2019), 
resource (Cedergren et al., 2019), computer (Große and Olausson, 
2019), traditional (Katina et al., 2019), cyber-physical (Katina et al., 
2017), hard (Katina et al., 2017; Katina and Keating, 2015; Lykou 
et al., 2017), soft (Katina et al., 2017; Katina and Keating, 2015), 
canal (Seager et al., 2017), sewerage (Antonsen et al., 2017), phys-
ical (Katina et al., 2017; Seager et al., 2017; Gonzva et al., 2016), 
storage (McGee et al., 2016), and router (Katina and Keating, 2015);  

• The interaction: (a) among components—grid (Seager et al., 2017; 
Abedi et al., 2019), linear (Coaffee and Clarke, 2017), wireless 
(Katina and Keating, 2015), network (Cedergren et al., 2019; Coaffee 
and Clarke, 2017; Di Maio, 2014; Johnsen and Veen, 2013; Katina 
et al., 2017, 2019; Liu et al., 2017; Lykou et al., 2017; van der 
Vleuten and Lagendijk, 2010b,a; Gonzva et al., 2016; Robert et al., 
2008; Schaberreiter et al., 2016), cyber (Katina et al., 2017; Scha-
berreiter et al., 2016; Abedi et al., 2019; Katina et al., 2019); or (b) 
with an environment—closed (Katina et al., 2019; Tehler et al., 
2018);  

• The location in relation to an environment: local, regional, national, 
transnational (van der Vleuten and Lagendijk, 2010b,a); distributed 
(Ouyang, 2014; Sajeva and Masera, 2006; Johnsen and Veen, 2013; 
Eusgeld and Kröger, 2008; Eusgeld and Kröger, 2008). 

The labelling of a system as ‘hard’ or ‘soft’ is particularly interesting. 
Lykou et al. (Lykou et al., 2017) have referred to ‘hard and extensive 
infrastructures’, such as roads, runways and buildings. Katina et al. 
(Katina et al., 2017; Katina and Keating, 2015) have extended this 
description with, among others, ‘hospitals’, which raises the question of 
whether the ‘hard’ part of such a system (e.g. the building or even the 
medical equipment) is capable of constituting a hospital or if first the 
inclusion of an interrelated workforce (e.g. healthcare professionals or 
operational staff) would complete the system as a hospital. Spontane-
ously, such workforce would emerge as a complementary (i.e. soft) part 
of the hospital system. However, the description of ‘soft’ in the articles 
instead uncovers supervisory control and data acquisition (SCADA) 
systems and information and telecommunication technologies (Katina 

et al., 2017; Katina and Keating, 2015). In this context, such soft systems 
can be understood as the technical aspects of an information system, 
such as its hardware and software. In contrast, previous research has 
characterised soft systems as an interrogative concept intended to 
facilitate debate among concerned parties about poorly structured 
problems (Avison and Taylor, 1997; Checkland, 1989; Checkland, 
2008). This example illustrates the ambiguity of such labels and the 
difficulty of articulating their inherent meanings. Nevertheless, the 
rapid development of ICT (information and communication technology) 
intertwines its components with the former technical systems, which the 
articles seem to reflect with the usage of the label’technological’. 

Furthermore, many articles use labels such as ‘linear’, ‘network’ and 
‘grid’, which illustrate the interactions within the technical system 
components. Thus, from a traditional engineering point of view, the 
interaction between system components in technical systems occurs via 
physical connections, such as cables, roads or rails (Liu et al., 2017; 
Lykou et al., 2017; Cedergren et al., 2019; McGee et al., 2016), which 
renders the border between a technical system and its environment 
relatively obvious and thereby enables its image as a closed system. As 
noted, the development of ICT (e.g. the Internet) and its global appli-
cation is diminishing the visible appearance of networks and, thereby, 
the borders between a system and its environment. Some of the articles 
reference this point with labels such as ‘wireless’ or ‘cyber’, which 
characterise both types of interactions—within a system and between a 
system and its environment. 

All articles recognise a type of environment that either presents 
constraints which the system must regard or constitutes a counterpart 
for interaction. Ultimately, the quality of the system borders has an 
impact on the system. In the literature that was reviewed, only the 
article by Eusgeld and Kröger (Eusgeld and Kröger, 2008) explicitly 
acknowledges system boundaries for analysing system vulnerabilities. 
All other articles imply that the boundaries are rather fluent and invis-
ible. The label ‘open’ appears in relation to the mentioned ICT, such as in 
‘open information infrastructures’ (Sajeva and Masera, 2006) and ‘open, 
interoperable and reliable cyberspace’ (Schaberreiter et al., 2016). 

4.1.2. Socio-technical systems 
Some of the reviewed articles acknowledge the socio-technical 

character of the system of interest. Table 3 presents a definition by 

Table 3 (continued ) 

Author, year Definitions / Descriptions System of interest’s nature Elements* 
C I E 

(Ouyang, 2014) ‘hierarchical structures where each level imposes constraints on 
the activity of the level beneath’ (p. 55)  

– Interdependent  
– Feedbacks and controls  
– Not static but evolving 

X X X 

(Spyridopoulos et al., 2014) ‘various assets, interactions with the internal and external 
environment’ (p. 438)  

– System-of-systems  
– Proprietary  
– Having boundaries 

X X X 

(Johnsen and Veen, 2013) ‘is an international wireless communications standard for 
railway communication’ (p. 1)  

– Technical  
– Distributed  
– Single point of failure 

X X X 

(Prelipcean, 2010) ‘social systems with […] contributions to the entire global 
system’ (p. 220)  

– Universal and all-embracing  
– Socio-economic 

X X X 

(van der Vleuten and Lagendijk, 2010b, 
a) 

‘consist of interconnected yet separately managed networks’ 
(p. 2055)  

– Mainly technical  
– Transnational  
– Feedback and causal loops 

X X X 

(Eusgeld and Kröger, 2008) ‘interdependent structures of components’ with a ‘dependence 
on natural and operational environment’ (p. 476)  

– System-of-systems  
– Interdependent  
– Dynamic and non-linear 

X X X 

(Robert et al., 2008) ‘networks are interdependent on each other. Each one uses 
resources that the others produce’ (p. 393)  

– Dynamic  
– Socio-economic environment  
– Mainly technical 

X X X 

(Sajeva and Masera, 2006) ‘composed of multiple, heterogeneous, distributed systems, 
interconnected among themselves at various levels’ (p. 381)  

– System-of-systems  
– Emergent  
– Chaotic (i.e. non-linear)  
– Socio-technological 

X X X 

(Gheorghe, 2004) ‘relations exhibited today by complex technical and societal 
systems’ (p. 123)  

– Technically designed  
– Genuine uncertain and ambiguous conditions  

X X  
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Gonzva et al. (Gonzva et al., 2016) that integrates the technical system, 
actors and rules into a joint system. The reviewed articles mainly 
consider the environment in the form of constraints, such as natural 
events, legal regulations or public values, that frame the course of 
action. 

Whereas previous research (Emery and Trist, 1960) has argued that 
‘the technological component has been found to play a key mediating 
role’—and thus must be integrated with the social system of an enter-
prise into a socio-technical one—Coaffee and Clarke have recently 
identified a ‘near exclusion of social and human factors’ (Coaffee and 
Clarke, 2017). The article by Katina and Keating has confirmed this 
perception in mentioning the difficulty of including ‘social-technical 
dimensions’ in modelling and simulating technical systems, which ne-
cessitates the involvement of different worldviews (Katina and Keating, 
2015). Hence, humans are seldom portrayed as a constituent part of the 
system as in the articles by Große and Olausson (Große and Olausson, 
2019; Große and Olausson); most of the time, they are addressed as a 
resource in a production machinery (Di Maio, 2014; Eusgeld and Kröger, 
2008), a cause of failure (Katina et al., 2017; Abedi et al., 2019; 
Gheorghe, 2004) or somehow included in the design or analysis or as 
part of a system (Seager et al., 2017; Lykou et al., 2017; Ouyang, 2014; 
Cedergren et al., 2019; Häring et al., 2016; Johnsen and Veen, 2013). In 
contrast, Schaberreiter et al. (Schaberreiter et al., 2016) have emphas-
ised that analyses of complex relations within socio-technical systems 
must address organisational and human aspects as much as the technical 
considerations as well as the economic and legal requirements that are 
provided by the environment. 

Nevertheless, the majority of the articles lack a clear explanation of 
the system of interest and its analysis. One example can be found in the 
article by Johnsen and Veen (Johnsen and Veen, 2013), which reports 
the application of ‘a broad socio-technical approach to safety that builds 
on many knowledge areas such as relevant technical issues, psychology, 
organization knowledge, culture, human factors, and safety’. Still, it 
remains unclear whether the knowledge base that was used for the 
analysis can be considered socio-technical, whether the system under 
investigation is intended to be of a socio-technical type or whether the 
research system that performed the analysis has been characterised. This 
example illustrates the difficulties in determining not only the consti-
tuting elements but also the system borders for analysis. 

As indicated in section 2, interactions are a key element of systems. 
Therefore, several system properties and dynamics are connected to the 
form and quality of interaction, which implies that studies in the context 
of CIP would clarify the relationships in the analysed systems. However, 
interactions between system components or between the system and its 
environment appear similarly undefined in the majority of the reviewed 
articles. As indicated, exchanges to manage entropy and maintain a 
balanced open system thus incorporates both a dependency on a sub-
stantive support, such as material, workforce and information, and a 
variation in the internal processes for adapting to different external 
constraints. While recent research has primarily focused on the latter to 
investigate the resilience of systems (Katina et al., 2017; Coaffee and 
Clarke, 2017; Lykou et al., 2017; Gonzva et al., 2016; Häring et al., 2016; 
McGee et al., 2016; Spyridopoulos et al., 2014; Johnsen and Veen, 
2013), some of the investigated articles also reflect the former, namely 
the dependency of an adequate resource influx into the system (Seager 
et al., 2017; Große and Olausson, 2019; Tehler et al., 2018). 

4.1.3. Social and political systems 
Two out of the 30 articles explicitly mention the social system. One 

article uses the notation as a container for all types of recipients that are 
exposed to the effects of physical disasters, but it lacks a more detailed 
specification (Prelipcean, 2010). The second article employs the concept 
of complexity to characterise a social system as ‘a large number of parts 
that interact nonlinearly’ and further cites the examples of ‘an organi-
sation or a city’ (Normandin and Therrien, 2016). This portrayal of a city 
as a social system is remarkable since it is subject to a broader discussion 

in another article within the reviewed literature. Despite acknowledged 
difficulties in establishing a general definition, Gonzva et al. (Gonzva 
et al., 2016) have argued that although cities could be understood as 
socio-ecological systems, which would allow for ‘even include humans 
as components of these ecosystems’, the authors perceive it ‘more 
relevant to approach city as a technical object’. The concept of cities also 
re-appeared in the context of political systems. 

Several of the investigated articles acknowledge the importance of 
political activities as drivers or constraints of the system of interest 
(Abedi et al., 2019; Antonsen et al., 2017; Coaffee and Clarke, 2017; 
Große and Olausson, 2019; Johnsen and Veen, 2013; Katina et al., 2019; 
McGee et al., 2016; Sajeva and Masera, 2006; van der Vleuten and 
Lagendijk, 2010b,a; Schaberreiter et al., 2016; Seager et al., 2017). 
However, the majority of the articles abstain from a more precise defi-
nition of a political system because it is considered merely an environ-
mental factor that is not as central in these studies. Similarly to other 
types of system, a political system relates to borders, such as national 
boundaries or a common framework for action. Seager et al. (Seager 
et al., 2017) have exemplified such political borders with ‘city, county, 
or state lines’ or regulatory boundaries. Furthermore, Katina and Keat-
ing (Katina and Keating, 2015) have recalled the boundaries in the 
European Union when considering cross-border effects in the context of 
CIP. 

The indistinct boundaries of an open political system are imagined in 
the article by Schaberreiter et al. (Schaberreiter et al., 2016), which 
notes that the task of preserving the openness and freedom of the 
Internet while improving privacy and security has become an issue for 
the global forum. Van der Vleuten et al. (van der Vleuten and Lagendijk, 
2010b,a) have detailed how political systems have affected technical 
development in the context of European power distribution networks 
over decades as well as how technical and societal requirements can 
transform from local and regional to national and transnational issues 
and thereby stimulate evolution of the concerned systems. 

4.1.4. Complex adaptive systems 
Because of the search term that was used, all articles in the literature 

review label the system under investigation as ‘complex’. Viewing a 
system as complex adaptive further emphasises its ‘ability to adapt to 
such conditions of uncertainty and volatility’, according to Coaffee and 
Clarke (Coaffee and Clarke, 2017). Spyridopoulos et al. (Spyridopoulos 
et al., 2014) have noted that such systems consist of ‘large sets of 
components that interact with each other while synergies emerge 
through those interactions’. Among the articles, there is wide recogni-
tion that the components of complex (adaptive) systems are inter-
connected and autonomous agents that, due to individual adaption to 
interactions and particular environmental conditions, display non-linear 
behaviours, which can lead to emergence and unpredictable outcomes 
(Katina et al., 2017; Seager et al., 2017; Katina and Keating, 2015; Große 
and Olausson, 2019; Coaffee and Clarke, 2017; Liu et al., 2017; Nor-
mandin and Therrien, 2016; Sajeva and Masera, 2006; Abedi et al., 
2019; McGee et al., 2016; Eusgeld and Kröger, 2008). The articles pro-
vide examples of emergent properties, such as resilience (Normandin 
and Therrien, 2016), self-organisation (Katina et al., 2017; Coaffee and 
Clarke, 2017; Katina et al., 2019), self-healing (Schaberreiter et al., 
2016), system adaption and (co–)evolution (Katina et al., 2017; Katina 
and Keating, 2015; Ouyang, 2014; Sajeva and Masera, 2006; Prelipcean, 
2010; Cedergren et al., 2019; Katina et al., 2019; Eusgeld and Kröger, 
2008; Gheorghe, 2004). The latter further indicates that complex 
adaptive systems are not single systems but are often concerned with 
SoS. In the interest of completeness, the difference between the prop-
erties ‘complicated’ and ‘complex’ warrants acknowledgement. Ac-
cording to Sajeva and Masera (Sajeva and Masera, 2006), the label 
‘complicated’ distinguishes between ‘large systems [that] can be 
described as merely complicated’ and systems that are complex. How-
ever, such distinction depends on the point of view. A system is 
complicated from the perspective of an observer or user, which relates to 
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his or her level of experience and knowledge. Meanwhile, complexity is 
a property of the system and persists independently of a particular 
observer or user. The appearance of the system element ’environment’ 
remains ambiguous in both the articles and the theory, which reflects 
the openness of the systems under investigation. 

4.1.5. Systems of systems 
Around one-third of the reviewed articles mention a specific type of 

system, namely SoS, in the context of CIP (Katina et al., 2017; Katina and 
Keating, 2015; Liu et al., 2017; Gonzva et al., 2016; Ouyang, 2014; 
Sajeva and Masera, 2006; Abedi et al., 2019; Tehler et al., 2018; 
Gheorghe et al., 2018; Spyridopoulos et al., 2014; Eusgeld and Kröger, 
2008). The authors have emphasised the interconnected nature of sys-
tems, which permits the relation of SoS to the noted key elements of a 
system: the components (in this case, systems); interactions (relations 
between the systems); and an environment that surrounds the SoS and 
therefore must also concern the individual environments of each sub-
system and the space between them. Each subsystem is considered 
‘open’, which, as discussed above, involves a dependency of exchange 
with its particular environment that, in turn, somehow contains the 
other components (i.e. subsystems) of the system. The majority of the 
articles acknowledge this openness of the subsystems by labelling the 
components and their interactions as ‘interdependent’ on each other, 
which indicates the close relationship of SoS with complex adaptive 
systems. 

Several concepts were prominent in the review of the articles. 
Ouyang (Ouyang, 2014) has referenced the definition of SoS by 
DeLaurentis (DeLaurentis, 2007), which asserts that SoS ‘consist of 
multiple, heterogeneous, distributed, occasionally independently oper-
ating systems embedded in networks at multiple levels that evolve over 
time’. In addition, Sajeva and Masera (Sajeva and Masera, 2006) have 
noticed a ‘high complexity, plurality of stakeholders and neither is it a 
clear definition of roles and responsibilities’ as characteristics. Consid-
ering the aforementioned interdependencies, Tehler et al. (Tehler et al., 
2018) have anticipated an increasing risk of a transboundary negative 
impact. Similarly, Gheorghe et al. (Gheorghe et al., 2018) have con-
tended that negative effects (e.g. triggered in space) could easily tran-
scend geographic or jurisdictional boundaries because of the 
interconnected structure of SoS. Accordingly, Eusgeld and Kröger 
(Eusgeld and Kröger, 2008) have argued that analyses of SoS should 
consider ‘interdependent structures of components, which result in an 
often spatially distributed ‘system-of-systems’, [which] may show 
strong interdependencies, dynamic and non-linear behaviour, rippling 
effects, dependence on natural and operational environment, etc’. 

Whereas some of the articles implicitly adopt a similar perspective of 
systems, the conceptual paper by Normandin and Therrien (Normandin 
and Therrien, 2016) reflects discernibly Ackoff’s perspective, which 
differentiated between organisations and organisms. With reference to 
previous research (Maier, 1996), Katina and Keating (Katina and Keat-
ing, 2015) have presented characteristics of SoS, such as operational and 
managerial independence of constituent systems, evolution, emergence 
and geographical distribution when mapping these features to the crit-
ical infrastructure field. However, the cited author (Maier, 1998) has 
deviated from the latter and adjusted the focus on the former two. 

Liu et al. (Liu et al., 2017) have expressed a similar perspective in 
considering the interconnected system of a natural gas distribution 
network and a power grid. While such network can, in reality, be 
considered an SoS—for example, if the various parts are operated by 
different providers—the investigated model then appears as a simplified 
network with linear dependencies, which may diverge excessively from 
the nature of the original SoS. Spyridopoulos et al. (Spyridopoulos et al., 
2014) have provided another perspective that is remarkable in two re-
spects. First, it positions an industrial control system, namely a generic 
SCADA system, as an SoS. In accordance with (Maier, 1998), neither the 
sheer complexity of such systems as a SCADA nor the connection with 
the Internet alone innately justifies classification as an SoS. Second, the 

linguistic imprecision with regard to a system of systems or a system-of- 
systems according to the SoS concept is apparent in the article’s appli-
cation of Beer’s Viable System Model. In the discussed article (Spyr-
idopoulos et al., 2014), the authors restrict the view to one organisation, 
which is further recognised as an ‘organism’ to abstract from complex 
interactions and adaption processes. 

Katina and Keating (Katina and Keating, 2015) have thus emphasised 
a holistic worldview with respect to SoS that concerns ‘not only the 
technical aspects of the domain, but also the human, social, organisa-
tional, managerial, policy and political aspects’. In addition, they have 
signalled ‘the need to consider coordination and integration beyond 
individual constituent systems’. Nevertheless, the influence of the 
various parent systems on an SoS is still an underrepresented issue. In 
their article, Katina et al. (Katina et al., 2017) propose complex systems 
governance for a specific SoS, which consists of cyber-physical systems. 
Similarly to Spyridopoulos et al. (Spyridopoulos et al., 2014), they 
consider a cyber-physical-system as an organism wherein a software 
system ultimately controls a physical process in the respective technical 
system. The authors have argued that the emergence of this type of SoS 
is due to the increasing interconnectedness of subsystems that organi-
sations comprise, and they have applied the notation of a ‘metasystem’ 
to differentiate management processes from operations, which is com-
parable to the scheme of Beer’s Viable System Modell (Katina et al., 
2017; Beer, 1995). However, the article does not succeed in maintaining 
a separation of the concepts; it struggles with the hierarchies of the 
model in terms of planning and operation and finally confuses the 
‘metasystem’ with the SoS, which was also labelled as ‘overall’ [cf. 
Katina et al., 2017]. This article demonstrates the difficulty of preser-
ving a distinction between the discussed concepts, especially when an 
investigation concerns several hierarchical levels, different types of 
system and components, and a broad spectrum of interrelations, in-
terdependencies and processes. 

4.2. Critical infrastructure and protection 

Generally, the reviewed articles commonly perceive infrastructure as 
a common good that already and forever exists. In the majority of the 
articles, infrastructure has a physical nature and long durability. Table 4 
presents typical examples, such as roads, railways, power grids and 
buildings (Antonsen et al., 2017; Cedergren et al., 2019; Große and 
Olausson, 2019; Johnsen and Veen, 2013; Katina et al., 2017; Katina and 
Keating, 2015; Liu et al., 2017; Lykou et al., 2017; McGee et al., 2016; 
van der Vleuten and Lagendijk, 2010b,a; Große and Olausson; Pre-
lipcean, 2010). Research has also identified emerging infrastructures in 
space, under the sea and below the ground (Gheorghe et al., 2018; 
Gheorghe et al., 2018). Sometimes, the term infrastructure involves 
established organisational structures and collective knowledge (Seager 
et al., 2017; Coaffee and Clarke, 2017; Katina et al., 2019). De-
velopments in ICT and their entanglement with industrial processes 
have forced a perception of ICT as either a particular type of infra-
structure or as infrastructure that is incorporated into other types of 
infrastructure (Schaberreiter et al., 2016; Katina et al., 2019; Di Maio, 
2014; Spyridopoulos et al., 2014; Johnsen and Veen, 2013). However, 
the unconscious assumption that these physical assets are permanent 
involves a certain level of abstraction, which implies that there is no 
need to wonder where they came from or how they came into being. 
Although this perspective may be helpful for assessing a particular 
system level or process by abstracting from certain details, the specific 
applications of the concept of infrastructure often remain ambiguous in 
the articles. Moreover, some authors have explained ‘infrastructure’ by 
the concept of ‘infrastructure’ (Lykou et al., 2017) or the aid of several 
system concepts (Katina et al., 2017; Katina and Keating, 2015; Häring 
et al., 2016; Spyridopoulos et al., 2014), which highlights that infra-
structure should be approached as a system but does not necessarily 
bring more clarity due to complex system characteristics, such as 
adaption, emergence and entropy. Thus, two questions remain: which 
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Table 4 
Characterisations and Examples of Infrastructure and its Criticality.  

Author, year Definitions / Descriptions Critical Infrastructures 

(Abedi et al., 
2019) 

‘large-scale man-made 
systems that operate 
interdependently to provide 
and deliver essential goods 
and services. Failure or 
destruction affects the safety, 
security, economy, health, 
and well-being of a 
community’ (p. 2)  

– Energy and communication 
networks  

– Transportation systems  
– Water and gas distribution 

systems 

(Cedergren et al., 
2019) 

‘Many of society’s essential 
functions and services are 
provided by critical 
infrastructures’ (p. 1)  

– Electrical power supply  
– Communication systems  
– Rail infrastructure 

(Große and 
Olausson, 
2019) 

‘their continuity during 
disturbances is crucial for the 
survival and progress of a 
depending society’ (p. 424)  

– Power supply  
– Railway  
– Electric vehicles 

(Katina et al., 
2019) 

‘systems serving the welfare of 
the public and their services’’ 
(p. 122)  

– Blockchain  
– Financial transactions 

(Große and 
Olausson, 
2018) 

‘important users in society 
[that are] crucial for private 
households, businesses, and 
public operations to function 
and survive’ (p. 1893)  

– Power supply  
– Railway  
– Electric vehicles 

(Tehler et al., 
2018) 

‘functioning of modern 
societies is dependent on the 
services provided by an 
interconnected web of critical 
infrastructures’ (p. 1865)  

– Telecommunication  
– Electric power supply  
– Transportation  
– Water supply 

(Gheorghe et al., 
2018) 

‘capacity for the provision of 
unique services or of services 
that are difficult to substitute 
sustainably through […] 
alternatives’ (p. 555)  

– Space systems  
– Global navigation satellite 

system 

(Antonsen et al., 
2017) 

‘modern critical 
infrastructures are becoming 
increasingly ‘smarter’’ 
(p. 1837) and are ‘required to 
meet the population and 
society’s basic needs such as 
food, water, heating, security 
and the like’ (p. 1840)  

– Harbour / cargo port  
– Industries  
– Fuel supply  
– Societal functions 

(Coaffee and 
Clarke, 2017) 

‘a larger, more complex and 
an increasingly 
interconnected amalgamation 
of social, technical and 
economic networks’ (p. 365)  

– Physical / informational  
– Energy, water, transport 

(Katina et al., 
2017) 

‘system of systems that 
provides essential goods and 
services necessary for public 
well-being with the aid of 
control systems in the form of 
information and 
telecommunications’ (p. 173)  

– Roads, highways, hospitals  
– Electrical systems  
– Water systems  
– SCADA and ICT systems 

(Liu et al., 2017) ‘engineered systems which 
provide continuous flows of 
goods (e.g. energy, water, 
gas) and services (e.g. 
transportation, information), 
that are used for industrial 
productions and people living 
[and] are interconnected to 
each other’ (p. 1f)  

– Power grids  
– Energy/gas/water supply 

systems  
– Telecommunication 

networks 

(Lykou et al., 
2017) 

‘greatly supports the smooth 
functioning of society’s 
prosperity and viability of 
economies worldwide; 
services that are vital for 
business and for the quality of 
life of citizens’ (p. 1)  

– Fixed installations (e.g. 
roads, railways, terminals 
[airports, railway and bus 
stations, seaports]) 

(Seager et al., 
2017) 

‘those [services] which are 
vital for protecting or  

– Organisations  
– Physical equipment  

Table 4 (continued ) 

Author, year Definitions / Descriptions Critical Infrastructures 

providing essential human 
capabilities’ (p. 91) 

(Gonzva et al., 
2016) 

‘complex socio-technical 
systems in which the 
components are particularly 
interdependent [and] 
constitute the backbone of 
modern societies’ (p. 1)  

– Physical structures  
– Transportation  
– Rail transport network 

(Häring et al., 
2016) 

‘complex and interdependent 
[…] socio technical systems’ 
(p. 272f)  

– Technical and societal 

(McGee et al., 
2016) 

‘risk relationships and 
resultant cascading effects’ 
(p. 146) and ‘some may 
potentially be more “critical” 
than others’ (p. 151)  

– Electric power  
– Communication network  
– Transportation systems  
– Water systems  
– SCADA and ICT systems 

(Normandin and 
Therrien, 2016) 

‘access to networks of 
resources; diverse 
components; skills and 
infrastructure in 
communication’ (p. 116)  

– Housing/shelter  
– Medical capacity  
– Access/evacuation 

(Schaberreiter 
et al., 2016) 

‘provide services that are at 
the core of our modern society 
and a disruption or 
destruction of these services 
would have severe 
consequences for society and 
the economy’ (p. 668)  

– Energy  
– Telecommunication  
– Information systems 

(Katina and 
Keating, 2015) 

‘provide goods and services 
that enable the maintenance 
and sustainment of public 
wellbeing including public 
safety, economic vitality, and 
security’ (p. 317)  

– Roads, highways, hospitals  
– Electrical systems  
– Water systems  
– SCADA and ICT systems 

(Di Maio, 2014) ‘aircraft (airborne or on the 
ground), airports – considered 
“soft targets” – and in general 
the infrastructures serving 
civil aviation’ (p. 1)  

– Air traffic management  
– Air navigation service  
– Air transport 

(Ouyang, 2014) ‘network of independent, 
mostly privately-owned, man- 
made systems and processes 
that function collaboratively 
and synergistically to produce 
and distribute a continuous 
flow of essential goods and 
services’ (p. 44)  

– Telecommunications  
– Electric power systems  
– Natural gas and oil  
– Banking and finance  
– Transportation  
– Water supply systems  
– Government services 
Emergency services 

(Spyridopoulos 
et al., 2014) 

‘interconnected networks 
[whose] essential service 
provision [is] of critical 
importance’ (p. 438f)  

– Power production  
– Telecoms 

(Johnsen and 
Veen, 2013) 

‘railway tracks and signaling 
equipment [and] key 
communication infrastructure 
“(p. 2f)  

– Communication system  
– Railway 

(Prelipcean, 
2010) 

‘deliver special services to 
clients’ (p. 220) “assets […] 
critical to household’s 
welfare’ (p. 223)  

– Town halls, roads  
– Border police offices  
– Civil protection facilities 

(van der Vleuten 
and Lagendijk, 
2010b,a) 

‘electric power grids count 
among the most ‘critical’ of all 
modern infrastructure’ 
(p. 2053) due to ‘the massive 
societal and economic 
dependency on uninterrupted 
energy infrastructure services’ 
(p. 2042)  

– Electric power grid  
– Gas supply networks 

(Eusgeld and 
Kröger, 2008) 

‘highly integrated and 
interdependent […] large 
scale interconnected […] 
system-of-systems (or meta- 
infrastructure system […] 
supplying goods and services 
[…] perceived as common 
good’ (p. 1–2)  

- Electric power supply  

– Telecom system 

(continued on next page) 
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elements constitute infrastructure, and which functions can it serve (for 
an observer or user). 

With regard to the first inquiry, several authors have addressed the 
system elements of infrastructure. One issue is that there is no precise 
designation of the level of abstraction regarding systems or infrastruc-
ture. Descriptions by Lykou et al. (Lykou et al., 2017) illustrate the 
dilemma of de–/composition. A detailed discussion of this example 
follows the presentation of descriptions and examples of critical infra-
structure in Table 4. 

Lykou et al. (Lykou et al., 2017) have noted that ‘[t]ransport is a[n] 
[…] infrastructure that greatly supports’ a society. Subsequently, they 
have stated that ‘transport is the movement of people and goods from 
one location to another’, which represents the service that the infra-
structure enables or provides. This infrastructure has been further 
decomposed into transport infrastructure, vehicles and operations, the 
latter of which includes ‘people, institutions, laws, policies, and infor-
mation systems that convert infrastructure and vehicles into working 
transportation networks’ (ibid). This example reveals that the particular 
meaning of the term ‘infrastructure’ depends on the context in which it 
is used and the perspective of an observer or user. The same applies with 
respect to ICT. Whereas Schaberreiter et al. (Schaberreiter et al., 2016) 
have indicated that ‘infrastructures are driven by complex and interact-
ing systems’ (emphasis added), Spyridopoulos et al. (Spyridopoulos 
et al., 2014) have reported that ‘Industrial Control Systems […] are of 
the most important components of National Critical Infrastructure’. 
Furthermore, Katina et al. (Katina et al., 2017) have acknowledged that 
ICT is both a prevalent controlling system for physical processes and an 
emerging infrastructure, and it is therefore becoming increasingly crit-
ical. Although the literature recognises workforce and institutional or 
legal regulation in the context of infrastructure, these elements are 
mainly considered operators or environmental factors of infrastructure. 
For example, Gonzva et al. (Gonzva et al., 2016), have perceived in-
frastructures as socio-technical systems, which entail the provision of a 
service and an amalgamated character of all operators or customers or 
both. Eusgeld and Kröger (Eusgeld and Kröger, 2008) have encouraged 
further research on ‘whether or not the operating environment (in the 
wide sense, incl. socio-economic and institutional factors) needs to be 
considered’. However, this operative perspective of systems obscures 
the view of infrastructure as a necessary precondition for the production 
process of an intended service. For instance, many articles identify the 
transport system as infrastructure (Abedi et al., 2019; Antonsen et al., 
2017; Cedergren et al., 2019; Coaffee and Clarke, 2017; Di Maio, 2014; 
Große and Olausson, 2019; Johnsen and Veen, 2013; Katina et al., 2017; 
Katina and Keating, 2015; Lykou et al., 2017; McGee et al., 2016; Nor-
mandin and Therrien, 2016; Ouyang, 2014; Gonzva et al., 2016; Große 
and Olausson; Prelipcean, 2010; Robert et al., 2008; Tehler et al., 2018). 
From the perspective of a consumer of transportation services, the 

availability of appropriate connections is a precondition for business, 
commuting or leisure activities, for example. Moreover, for the provi-
sion of transportation services, the existence of vehicles and qualified 
chauffeurs is a precondition. Similarly, for performing transportation, 
the established road or railway network is a precondition, and so on. 
Hence, all of these preconditions that are subsumed as infrastructure 
incorporate a physical layer of material, an operative layer of (man-) 
power and knowledge, and a strategic layer as an expression of will (i.e. 
strategic objectives about the purpose of the construction or service 
provision). 

With regard to the second inquiry, all of the reviewed articles 
emphasise the dependency of the well-being of the final consumer-
—mostly aggregated to a regional society or national population—on 
the services that are provided upon and by infrastructures. As illustrated 
above, goods and services are framed as common goods similarly to the 
underlying infrastructures (Eusgeld and Kröger, 2008). Seager et al. 
(Seager et al., 2017) have further broadened this perspective by 
acknowledging ‘infrastructure as the principal mechanism by which 
human rights are realized as human capabilities’. Accordingly, the au-
thors have expressed the critique that, in many cases, the ‘approach to 
critical infrastructure suffers from a misplaced emphasis on the physical 
condition of the infrastructure, rather than the services provided’ 
(Seager et al., 2017). With regard to the deliberations above, the phys-
ical conditions of infrastructure are arguably often ignored; instead, the 
physical conditions of the operation process are considered. However, 
the key point of the discussion in Seager et al. (Seager et al., 2017) is that 
the resilience of infrastructure must take into account the various per-
spectives and capabilities of users, and it thus extends beyond the 
physical components, which necessitates both ‘multiple adaptive path-
ways’ and holistic, interdisciplinary research. 

The majority of the reviewed articles assume that the system of in-
terest continuously fulfils its function, and they thus consider deviant 
behaviour that requires particular action, such as the ‘failure process’ 
(Liu et al., 2017; Gonzva et al., 2016), ‘process control’ (Katina et al., 
2017), ‘the recovery process’ (Liu et al., 2017; Prelipcean, 2010; McGee 
et al., 2016) or ‘the integration process’ (van der Vleuten and Lagendijk, 
2010b). Many of the reviewed articles subsume regular iterations of a 
reference process as an operation; however, a few articles consider 
particular processes and their impacts on the evolving systems, such as 
the development of the European power grid and its properties (van der 
Vleuten and Lagendijk, 2010b,a), the process of developing and gener-
ating resilience (Häring et al., 2016) and the planning process for CIP in 
the Swedish context, which relies on an SoS (Große and Olausson, 2019; 
Große and Olausson). Ultimately, Coaffee and Clarke (Coaffee and 
Clarke, 2017) have argued that a more process-based viewpoint could 
facilitate the orchestration of a coherent, socio-technical and integrated 
approach in SoS. 

The indicated interdependency of systems and processes as well as of 
produced services and goods and their consumers has accelerated 
alongside societal development. Such interdependency has two impli-
cations. First, if one process fails, then the subsequent processes are 
affected; this outcome is often referred to as that of cascading failures 
(Abedi et al., 2019; Katina and Keating, 2015; van der Vleuten and 
Lagendijk, 2010b; Große and Olausson; Seager et al., 2017). Second, it is 
difficult to identify the correct order of processes and the degree of 
dependence (i.e. the criticality of a delivering process under consider-
ation of the potential consequences for customers). The review of the 
selected articles reveals several types of interdependency among in-
frastructures and between infrastructures and the environment. Many of 
the articles follow the classification from previous literature (Rinaldi 
et al., 2001), which is considered the only self-contained classification 
(Ouyang, 2014). Gheorghe et al. (Gheorghe et al., 2018) have expanded 
this list by extracting two aspects from the logical type: policy (regula-
tion and procedural changes) and societal (effects of public opinion). 

Several definitions of critical infrastructure and the services that it 
enables can be identified in public policies, which many of the articles 

Table 4 (continued ) 

Author, year Definitions / Descriptions Critical Infrastructures 

(Robert et al., 
2008) 

‘every-one is extremely 
dependent on Lifeline 
Networks, providing vital 
resources, [that] are 
interdependent on each other 
[and] increasingly automated 
and interlinked’ (p. 392f)  

– Electricity system  
– Drinking water system  
– Transportation 

(Sajeva and 
Masera, 2006) 

‘composed of many 
constituent systems with 
multiple operators, but 
characterised by high levels of 
structural, functional, 
administrative and 
jurisdictional complexity’ 
(p. 380)  

– Market and technical  
– Electric power supply  
– Oils, gas, water storage and 

delivery  
– Finance and insurance  
– ICT  
– Health end emergency  
– Law enforcement 

(Gheorghe, 2004) ‘vital’ (p. 120) and ‘complex 
and interdependent systems’ 
(p. 122)   
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adopt. For example, Gonzva et al. (Gonzva et al., 2016) have simply 
stated that ‘critical infrastructures are considered as critical in view of 
populations’ increasing dependence on them’, whereas Coaffee and 
Clarke (Coaffee and Clarke, 2017) have stressed their ‘potential to 
significantly affect public safety, security, economic activity, social 
functioning or environmental quality’. A similar view of (national) 
sovereignty has been adopted by Ouyang (Ouyang, 2014) in noting that 
‘[s]ystems whose incapacity or destruction would have a debilitating 
impact on the defense and economic security are regarded as critical’. In 
addition, Sajeva and Masera (Sajeva and Masera, 2006) have mentioned 
that infrastructure ‘is considered to be critical when its partial or total 
inability would affect the security and social welfare of a given context, 
sometimes at the national or the international level’. The label of ‘crit-
ical’ indicates the existence of its counterpart—namely infrastructure 
that is less or non-critical—which in turn implies that a classification 
scale can be used to assess criticality [see e.g. Fekete, 2011; Fekete et al., 
2012]. In addition, several authors have noted that each stakeholder 
tends to concentrate on his or her own values and their relation to the 
potential risk (Antonsen et al., 2017; Gheorghe et al., 2018; Große and 
Olausson, 2019; Sajeva and Masera, 2006; van der Vleuten and Lagen-
dijk, 2010b; Große and Olausson). 

The notations of key resources and key assets emerged from the 
literature review and are interrelated with critical infrastructures and 
the essential goods and services that are produced and delivered by 
them. Although damage or destruction of a key asset would not neces-
sarily affect human existence, its symbolic, economic or societal value 
suggests that severe disturbances or loss of life could occur in society if 
such key asset is the target of an attack (Katina et al., 2019; Gheorghe 
et al., 2018; Gheorghe et al., 2018; Fekete et al., 2012). Key resources 
are those that are necessary for a process but which, because of their 
scarcity, limit the capacity of processes (e.g. those whose results are 
critical for a subsequent consumer, such as further processes or society). 
Depending on the type of process, such key resource can be natural, 
material, computational, informational, organisational, or related to 
people and services. The reviewed articles cite examples of key resources 
with respect to their limited availability, such as railways (Cedergren 
et al., 2019), electricity (Große and Olausson, 2019; Robert et al., 2008), 
drinking water (Robert et al., 2008), telecommunications (Robert et al., 
2008) and orbital bands (Gheorghe et al., 2018). 

The majority of the articles stress the need to protect critical infra-
structure from disturbances and safeguard the dependent society from 
potentially disastrous consequences. Robert et al. (Robert et al., 2008) 
has noted that ‘it is crucial to protect interdependent networks’ since 
‘the loss of an LN [lifeline network] is […] likely to result in major 
crises’. Although the common label of such networks has changed 
to’critical infrastructures’, as previously discussed, such protection can 
involve many challenges, especially given the scarcity of resources and 
the interdependencies of infrastructures (Gheorghe et al., 2018) as well 
as the ambiguity of concepts and policies. Gheorge (Gheorghe, 2004) 
has stated that ‘[p]roblems come from solutions’, which indicates that 
recent developments in society with regard to technology, population, 
politics and environmental factors are likely to broaden the spectrum of 
challenges in the context of CIP. 

Cedergren et al. (Cedergren et al., 2019) have recently discovered 
that ‘restructuring of the [railway] sector has created long-term chal-
lenges related to balancing the use of the infrastructure with a sufficient 
level of maintenance’, which confirms the above argument that infra-
structure is frequently overlooked in both theory and practice for the 
benefit of a higher efficiency of operation. Katina et al. (Katina et al., 
2019) have called for more comprehensive problem formulations 
beyond technology-only solutions that also expand the boundaries of the 
investigated system and involve ‘the wider array of human/social, 
organisational/managerial and policy/political aspects influencing’ 
developments in critical infrastructure and technology. Research has 
highlighted additional emerging aspects that deserve consideration in 
the context of CIP, such as legal regulation and economic calculation and 

information security in a comprehensive sense (Antonsen et al., 2017; Di 
Maio, 2014; Gheorghe et al., 2018; Große and Olausson, 2019; Johnsen 
and Veen, 2013; Spyridopoulos et al., 2014; Große and Olausson; 
Schaberreiter et al., 2016). Many of the investigated articles emphasise a 
focus on resilience as a complement to or substitute for technology- 
focused CIP. In contrast, Häring et al. (Häring et al., 2016) have adop-
ted the opposite position with the advice ‘to deliberately limit the scope 
of Resilience Engineering towards engineering, i.e. mainly technological 
solutions’. According to these findings, there is a heightened demand for 
multidisciplinary research to obtain more integrated solutions, yet 
scholars and practitioners are still challenged by the complexity of the 
task, institutional and disciplinary boundaries and limitations regarding 
methodologies, and issues of long-term funding and imagination (Seager 
et al., 2017). 

Coaffee and Clarke (Coaffee and Clarke, 2017) have contrasted 
protection and resilience as the poles of the CIP spectrum. Thereby, 
protection is portrayed in a ‘hard’, technical sense, while resilience is 
assigned a ‘flexible’, socio-technical character. Although this classifica-
tion seems enticing, it presents two flaws. First, it still neglects the 
purpose of both topics for society, which entails how the functionality of 
critical infrastructure affects dependent people. Second, it improperly 
meshes perspectives of systems and infrastructures, as the previous 
discussions have explained. However, protection is an expression of will 
(i.e. a strategic objective) under which a system is approached from the 
outside through activities such as risk and vulnerability analyses, plan-
ning, implementation of measures, and monitoring of realised and 
emerging effects. In accordance with the key points of the article, this 
CIP must concern the socio-technical system that executes processes 
upon infrastructures, apply a multi-focal perspective of both short- and 
long-term goals and develop adequate margins to balance disturbances 
in a flexible manner. Thus, protection actively aims to influence the 
adaption, emergence and entropy of a system by mediating hardening and 
awareness, efficiency and redundancy, and dependence and autonomy. 
Consequently, resilience is a behaviour of the system itself that results 
from its capability to handle its vulnerabilities through adaption and 
emergence. 

4.3. Expressions of governance 

The literature review discovered a broad range of applications with 
regard to the concept of governance. Table 5 illustrates the usage of the 
term ‘governance’ as it appears in the reviewed articles and excludes 
those that do not define the concept. In their article, Sajeva and Masera 
(Sajeva and Masera, 2006) extensively explore the concept of gover-
nance in terms of the risk of infrastructures in the European context. 
They notice the difficulty of simply defining governance given that ‘it 
has different meanings for different people, according to the level at 
which it is applied, the goals to be achieved and the preferred approach’ 
(Sajeva and Masera, 2006). Such difficulty has also been acknowledged 
by other authors (Coaffee and Clarke, 2017; Gheorghe, 2004; Gheorghe 
et al., 2018; Große and Olausson, 2019; Große and Olausson). Moreover, 
Sajeva and Masera (Sajeva and Masera, 2006) have remarked that 
governance entails the inclusion and co-operation of public and private 
stakeholders to approach complex problems, which are labelled ‘sys-
temic risks’ (Prelipcean, 2010; Eusgeld and Kröger, 2008; Gheorghe, 
2004). In contrast with traditional government, many of the articles 
indicate that governance implies broader participation, informed 
decision-making and a commitment of participants to deliberate action 
for governing. Such approach has a multitude of applications to, for 
example, organisational, public–private, national or transnational con-
texts as well as complex, socio-technical SoS, such as societies or critical 
infrastructures. Sajeva and Masera (Sajeva and Masera, 2006) have 
further opined that governance acts ‘as an interface among the stake-
holders, as the source of information and support for strategic decisions, 
and as the instrument through which the principle of accountability can 
be properly implemented’. 
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In general, the presence of the term ‘governance’ in the articles 
creates a close relationship to manifestations of will in the form of policy 
documents. Although the literature often directly or indirectly addresses 
the political/public will and official policies, some of the articles focus 
on organisational or corporate governance, the management of pub-
lic–private partnerships or processes of decision-making (Antonsen 
et al., 2017; Di Maio, 2014; Große and Olausson, 2019; Katina et al., 
2019; Katina and Keating, 2015; Sajeva and Masera, 2006; Große and 
Olausson; Prelipcean, 2010). In addition, Sajeva and Masera (Sajeva and 
Masera, 2006) have provided an overview of principles for good 
governance that public policies have stated. Considering such policy 
documents, there is evidently a strong focus on operative processes of 
policy-making and implementation that aim to be open, participatory, 
transparent, accountable and coherent (Sajeva and Masera, 2006). 
However, the strategic perspective of visions, strategic objectives and 
long-term goals is underrepresented in the reviewed articles. 

Gheorghe (Gheorghe, 2004) has emphasised a need for appropriate 
governance that accounts for the complexity of critical infrastructure 
and societal systems. Likewise, Coaffee and Clarke (Coaffee and Clarke, 
2017) have requested ‘new modes of equitable governance across mul-
tiple systems, networks and scales’. Some authors have suggested con-
crete targets and measures, such as planning for adaption to climate 
change (Lykou et al., 2017), governing technology development (Katina 
et al., 2017; Katina et al., 2019), managing public resources (Prelipcean, 
2010; Cedergren et al., 2019; Gheorghe et al., 2018; Johnsen and Veen, 
2013), simultaneously ensuring openness and freedom of the Internet 
and information security (Schaberreiter et al., 2016) and considering 
centralised or decentralised approaches (Di Maio, 2014; Normandin and 
Therrien, 2016; van der Vleuten and Lagendijk, 2010b,a; Seager et al., 
2017). 

Many of the reviewed articles recognise that it is difficult for 
governance to effectively implement measures that impact the private 
sphere, which is encouraged to comply with public policies. To enhance 
adherence, several authors have promoted incentives as a means of 
managing such implementations (Seager et al., 2017; Lykou et al., 2017; 
Sajeva and Masera, 2006; Schaberreiter et al., 2016; Cedergren et al., 
2019; Tehler et al., 2018; Gheorghe et al., 2018). 

Table 5 
Appearance and Definitions of Governance in the Reviewed Articles.  

Author, year Usage of the term governance Nature / Tasks 

(Cedergren et al., 
2019) 

‘the governance system […] [is] 
(overly) generous with allowance of 
train operation at the expense of 
granting access to maintenance 
operations’ (p. 6)  

– Resource allocation  
– Co-ordination 

(Große and 
Olausson, 2019) 

‘The concept of governance is the 
common element of the continuum 
that extends from traditional top- 
down control on one end to self- 
organisation and networks on the 
other [regarding] the management 
of society’ (p. 425)  

– Network 
management  

– Control/co- 
ordination  

– Information and 
communication  

– Integration 
(Katina et al., 2019) ‘a mechanism for providing 

oversight, accountability and 
congruent direction’ (p. 123)  

– Identity and vision  
– Communication 

and integration  
– Management 

(Große and 
Olausson) 

‘The concept of governance 
describes how a society is organized, 
governed and who is involved in 
dialogue, participation, and 
networking’ (p. 1894)  

– Policy and identity  
– Network for 

steering  
– information and 

communication  
– Management 

(Gheorghe et al., 
2018) 

‘relates not just to decision making, 
but also to the tools, mechanisms, 
organizations, and mental modes 
that influence that decision making’ 
(p. 558)  

– International  
– Public-private 

policies  
– Management 

(Antonsen et al., 
2017) 

‘Risk governance processes are 
usually focused on individual 
enterprises, overlooking important 
interorganizational issues’ 
(p. 1837)  

– Governmental 
supervision  

– Policies and 
regulation 

(Coaffee and Clarke, 
2017) 

‘the changing material politics, 
geographies and governance 
arrangements associated with 
critical infrastructure [are] the 
‘collective equipment’ of state power 
[…] by which control might be 
exerted, socio- economic 
restructuring advanced and inequity 
concretised’ (p. 364)  

– Organisational  
– Governmental  
– Policies and 

principles  
– Management  
– Risk analysis 

(Katina et al., 2017) ‘is focused on design, execution, and 
evolution of ‘metasystem’ functions 
necessary to provide for [sic] 
communication, control, 
coordination, and integration (C3I) 
in CPS [cyber-physical systems]’ 
(p. 168)  

– Cybernetic  
– Management  
– Organisational  
– Integration 

(Lykou et al., 2017) ‘governance (i.e. regulations, 
legislations, and guidance)’ (p. 5); 
‘effective transport governance for 
adaptation are ‘soft’ type […] [i.e.] 
creating the appropriate framework 
to enable adaptation action at local 
and regional level’ (p. 9)  

– Governmental 
policy  

– Resource allocation  
– Planning/co- 

ordination  
– Management 

(Seager et al., 2017) ‘refers to the combination of laws, 
protocols, and norms that dictate 
decision-making activities taken for 
service provision’ (p. 99)  

– Policy  
– Administrative 

structures  
– Functional layering 

(Gonzva et al., 2016) ‘the city is composed of different 
elements […] organized by 
governance’(p. 2)  

– Steering and 
organising  

– Holistic 
understanding 

(Normandin and 
Therrien, 2016) 

‘governance role played by local 
governments’ (p. 112)  

– Government 

(Schaberreiter et al., 
2016) 

‘is organized using a multi- 
stakeholder approach, 
complemented by a global forum to 
address core Internet decisions’ 
(p. 670)  

– Policy  
– Norms and laws 

(Katina and Keating, 
2015) 

‘private–public governance policies’ 
(p.318)  

– Governmental 
action 

(Di Maio, 2014)  – Policy  
– Management  

Table 5 (continued ) 

Author, year Usage of the term governance Nature / Tasks 

‘means the importance of coordinate 
people, processes and technology to 
govern security “end to end”’ (p. 6)  

– Control & 
integration 

(Spyridopoulos 
et al., 2014) 

‘establishing a baseline of the 
current information security 
operations system’ (p. 441)  

– Policy  
– Goal setting 

(Prelipcean, 2010) ‘The governance [of] risk should 
avoid a inadequate/ poor 
governance’ (p. 222)  

– Official action  
– Communication 

(van der Vleuten and 
Lagendijk, 2010b, 
a) 

‘the very perception of Europe’s 
decentralized power infrastructure 
and governance as “vulnerable” is 
contested and bound up with current 
re-negotiations of transnational 
electricity infrastructure 
governance’ (p. 2046)  

– Political influences  
– Governmental rules  
– Steering networks  
– Management 

(Sajeva and Masera, 
2006) 

‘is a decision-oriented management 
process by which public and private 
actors jointly deal with societal 
sensitive and complex issues’ 
(p. 384)  

– Public-private  
– Management  
– Co-operation 

(Gheorghe, 2004) ‘asks for ‘scientific analysis of risks, 
integration of societal perception 
and amplification of risk into the 
risk assessment process, structuring 
decision making in a consistent 
rational and democratic way (with 
a multitude of ‘abstract’ societal 
values involved) to transparent and 
open communication’’ (p. 123)  

– Policy  
– Management  
– Public-private  
– Trans-cultural  
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Apart from presenting several perspectives on governance, Katina 
et al. (Katina et al., 2019) have concluded that governance not only 
relates to the nature of a system of interest but also ‘involves three 
essential aspects: direction, oversight and accountability’. This percep-
tion of governance seems to adopt the concept of the’organism’ (see 
Section 2.1), wherein a governance network constitutes the head of the 
system, and is referred to as a meta-system (Katina et al., 2017). This 
meta-system intends to govern a complex system and unites the man-
agement of an operating system and strategic development. However, 
the aforementioned perspective of a governance system as the head of a 
system has blurred the transparent and participatory nature of gover-
nance, as already described, which can be ascribed to the fact that 
transparency and participation are acknowledged as resource- 
consuming (Sajeva and Masera, 2006). Sajeva and Masera (Sajeva and 
Masera, 2006) have further remarked that in specific contexts, such as 
that of Sweden, co-operative and participatory decision-making may be 
expected, while steering in the form of rigid directing is considered rude 
and disrespectful. 

One-third of the articles do not contribute to a deeper understanding 
of the concept of governance, which may reflect the mentioned ambi-
guity. On the one hand, the reviewed articles view governance as 
Gegenbegriff to government concerning the entire continuum of modes of 
steering that deviate from rigid, top-down steering towards self- 
organising networks; on the other hand, they perceive governance as 
Oberbegriff with reference to all types of steering in which the governing 
body is not clearly identified and addressed. 

The deliberations above illustrate that governance is a multi-faceted, 
multi-layered and recursive concept that is similar to those of systems 
and infrastructure, because of which a system-theoretical perspective 
can facilitate analysis and a clearer understanding. Specifically, gover-
nance mainly concerns the steering of another system with the aid of 
policy networks and related processes which also entails the manage-
ment of the policy process and the existence of higher-level, strategic 
objectives. 

5. Discussion 

The previous sections have clarified the origins, interpretations and 
current use of the concepts of system, infrastructure and governance in 
scientific literature and emphasised their recursive, multi-level struc-
ture. A specific focus was on a system’s structure, represented by com-
ponents, interactions and an environment, its properties, such as 
adaption, emergence and entropy, and its delineation by a particular 
purpose. The review concentrated on the systems of infrastructure and 
governance and their representations in scientific literature. The ana-
lysed body of knowledge demonstrates that a system perspective is a 
valuable anchor to understand, develop and maintain safe and reliable 
infrastructure and the steering of such complex systems, albeit in oc-
casionally vague terms. However, interrelations and interdependencies 
among these concepts, system levels and processes reveal the complexity 
of the examined concepts. 

First, to facilitate system understanding and further analysis, a sys-
tem’s structure needs consideration. For example, infrastructure can be 
associated with a network of fixed assets, such as roads or railways, or 
with a network of busses or airplanes providing transport services, or 
both. It can further involve different levels of steering, such as car 
driving, traffic control, public transport administration or transport 
policy. In turn, governance networks concerned with transportation is-
sues can also work at different levels, such as strategical, managerial or 
operational levels. In the review, the human actors appear however 
often vaguely in the periphery, which leaves ample room for interpre-
tation in terms of whether they are part of the system or belong to an 
environment. Despite developments in the perception and design of 
socio-technical systems—particularly with regard to ICT and its ten-
dency to entangle technical systems and interconnect them with social 
systems (Mumford, 2006), it seems that those systems are still threated 

separately rather than as a unit because of greater heterogeneity and 
complexity (Katina and Keating, 2015; von Bertalanffy, 1950). Thus, the 
literature review revealed a need to enhance the general understanding 
of the recursive multi-level character of systems, such as infrastructure 
and its governance, whereas a tripartite structure could achieve more 
clarity in public and scientific debate. As Fig. 1 exemplifies, integrated 
system analysis needs to address the structure, properties and delinea-
tion of a particular SoS to clarify its character. 

Associated with infrastructure, such triad consists of fixed/physical 
assets, service provision and an expression of will. Consequently, the 
specification of the system of interest, for example by describing the 
constituting components, interactions and environment, warrants 
further attention in studies of networks that represent (critical) infra-
structure and governance systems as well as their particular properties 
and processes. 

Second, a proper understanding of fundamental system properties is 
important to examine a concrete representation in practice. For 
example, concepts regarding complex adaptive systems have been 
applied for modelling and simulating non-deterministic and dynamic 
phenomena in complex systems and to model complex social systems 
(Onik et al., 2016). In addition, the strong focus on interactions and 
interdependencies is apparent in the sociological view of social systems. 
Thus, the understanding of systems as complex adaptive provides 
valuable concepts for integrating several perspectives to approach SoS in 
a multi-disciplinary manner. The literature review revealed also some 
difficulties with system properties such as complexity, emergence and 
entropy. For example, one article depicts the complexity of a system as 
means that ‘allows to divide it into elementary, constitutive, and espe-
cially independent subsystems in a transitory manner’ [Gonzva et al., 
2016, p. 2]. However, this description is contradictory and refers to the 
concept of abstraction that is considered a means of handling complexity 
when modelling a system by ‘zooming out’ of the considered real sys-
tem, which is accompanied by a lesser richness of detail (Stachowiak, 
1973). Another example have claimed that interactions between com-
ponents at a micro-level cause macroscopic properties of a social system, 
such as emergence (Normandin and Therrien, 2016). However, the 
specification of emergent behaviour in complex systems remains vague, 
which indicates that further research must address this issue. Similarly, 
the concept of entropy is important for understanding complex systems; 

Fig. 1. System Analysis Perspectives 
adopted from Große, 2021 
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however, its application can be challenging. For example, one article 
employs a pair of contrasting concepts, namely negentropy and entropy, 
but struggles with the accurate interpretation and classification of 
resilience factors that emerge from interaction within a social system 
(Normandin and Therrien, 2016). However, a more consistent adoption 
of the concept of entropy mainly relates it to the decay of a system, 
which either engages in an exchange with its environment to obtain 
capacity for further activity or uses certain isolation to reach a maximum 
of entropy (i.e. an indelible incapacity to act). Such termination of the 
purpose-giving processes within a system signifies the termination of the 
system itself, which does not necessarily apply to its components. This 
connection illustrates both the interdependency between systems and 
the relation of entropy to a certain process (or purpose). 

Third, the purpose of a system thus necessitates special emphasis. 
The review indicates that the system of interest is often deliberately 
limited to a certain, purpose-giving process, such as transportation or 
policy-making. It further revealed that more clarity about the level of 
abstraction is advisable, which means that the deliberate delimitation of 
the system to be examined, for example by a particular process, could 
further improve the comprehensibility and usefulness of specific ana-
lyses of infrastructure or governance networks. In this regard, processes 
and process landscapes facilitate transparency and evaluability of ac-
tivities of the governed system(s), which in turn enables constructive 
feedback for the governing system(s). Systemic thinking in establishing 
and evaluating processes must thus not only include proper systematics 
in the particular processes but also consider the dynamics within the 
governing and governed system, and the relations between them and 
their environments. Process hierarchies and interdependencies require 
similar proper consideration as those associated with systems, infra-
structure and governance. Contemplations about a purpose-giving pro-
cess (e.g. public transport) include information about its objectives (e.g. 
number/amount of passengers/freight per week) and intended conduct 
(e.g. mode of transportation), process objects (e.g. passengers or goods) 
and activities (e.g. stops at stations, transport, or payment) that are 
performed by persons, tools and technologies (i.e. the system of inter-
est). The review illustrated that systems, infrastructure and governance 
are multi-faceted, multi-layered and recursive concepts. Specifically, 
governance processes mainly concern the steering of another system 
with the aid of policy networks, wherein the implementation of policies 
and the execution of measures relate to the managerial and operational 
functions of subordinate systems. However, the policy creation and 
development process can be viewed as an operational task which also 
entails the management of this process and the existence of higher-level 
visions, strategic objectives and process goals, which manifest through 
the initial step of the policy process, comprising problem recognition 
and agenda setting. 

6. Concluding remarks 

The research for this article conducted a systematic literature review 
that focused on how recent literature communicates and applies the 
multi-facetted concepts of systems, infrastructure and governance. This 
article provides a comprehensive overview about relevant theoretical 
foundations with regard to structure, properties and purpose of systems, 
infrastructure and governance and their applications in current research 
in the CIP field, for example related to transportation, energy supply and 
ICT. To this end, the results not only summarise the content of the 
included literature but also discuss the system-theoretical foundation in 
the CIP field and related areas, concerned with systems analysis and 
resilience engineering to enhance societal safety and security. To sup-
port further progression of these research areas, this article contributes 
with both a conceptual study of the terms system, infrastructure and 
governance and a detailed review of the state of the art regarding these 
concepts in the current scientific literature to an enhanced under-
standing of the theoretical foundations of the CIP field. 

The provided overview substantiates a comprehensive 

understanding of CIP and its governance. Infrastructure is mainly 
perceived as an always-existing common good, whereas the inter-
connected processes and governance are underrepresented. However, 
reliable functionality of important societal functions depends on not 
only fixed or physical assets but also multi-level systems that perform 
interrelated processes, such as operation, maintenance and development 
(i.e. management), and decision-making (i.e. governance) regarding 
operational, managerial and strategic objectives. This study views CIP as 
a common, societal concern that is located in the field of governance 
between governmental control and competitive market dynamics as well 
as the private sphere of citizens. Protection is thereby an expression of 
will (of a steering entity) under which the system of critical infrastruc-
ture is approached from outside. Thus, CIP actively aims to influence 
adaption, emergence and entropy of this SoS by mediating between 
hardening and awareness, efficiency and redundancy, and dependence 
and autonomy. In turn, the governance of CIP similarly concerns the SoS 
of public and private actors that effectuates CIP, which consequently 
involves relations to and between the sub-levels of the governed and 
governing systems. However, the recursive and multi-level nature of the 
involved systems of infrastructure and governance provides degrees of 
complexity, ambiguity and uncertainty that are difficult to manage. One 
explanation of such limitations refers to the interdependency between 
the extent of the system to govern and the governing system. As out-
lined, the complexity of the SoS of critical infrastructure requires simi-
larly complex systems to organise and govern CIP. In contrasting 
government and governance as the two ends of the spectrum of steering 
modes, research has attributed rigid hierarchy and bureaucratic pro-
cesses to the former while viewing the latter as a ‘knight in shining ar-
mour’ that is fully capable of steering the dynamics of the complex SoS 
through self-organising networks. Nevertheless, the findings indicate 
that both steering modes present advantages and disadvantages. A 
proper balance between these contrapositions can enable a systemic 
mode of steering that actively addresses ambiguity and uncertainty, 
which are inherent to the context of CIP, by integrating governance, 
management and leadership efforts. 

Another fundamental aspect for understanding infrastructure and 
governance is the difference between systems and processes. The exis-
tence of a system can be independent of the process that it is intended to 
facilitate, whereas a process relies on an executing system. This differ-
ence implies that they are not easily interchangeable, particularly when 
the executing system is an SoS, and sub-levels relate to different parent 
systems. Conflicts can emerge in the sphere of the various actors in the 
form of, for example, other tasks or competing goals. In addition, a 
process can contain one or more sub-levels, while each process activity 
can be decomposed into a sub-process (e.g. at a certain actor). 
Complexity intensifies if an activity is part of multiple processes and 
involves a specific executing system which also interrelates with the 
mentioned SoS. Hence, the governance network needs to drive an un-
derstanding of the CIP system’s structure, its properties and processes at 
both the general and sub-levels to facilitate alignment and further 
development. 
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