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Abstract—Autonomy in the shipping industry requires next
level of situation awareness. By reusing IoT concepts we can
address the requirements of this autonomy. IoT systems are
however assuming good connectivity. In this paper we discuss
challenges associated with wireless communications from IoT
capable marine vessels to base stations on land. We present a
review of use cases that remote controlled and autonomous ships
need to be able to handle, along with their requirements on the
communication. We also provide preliminary results from field
measurements of channel conditions experienced aboard a vessel
cruising in the Turku archipelago in Finland in winter conditions.

Index Terms—Internet of Things (IoT), Wireless Commu-
nications, Marine Communications, Channel Conditions, Field
Measurements

I. INTRODUCTION

Internet of Things (IoT) will make it possible to connect
almost any device, or thing, to the Internet. This will allow
gathering data about the environment continuously through
sensors, and exploit this information for different purposes,
such as analysis and prediction. However, IoT is strongly
dependent on the communication between the IoT devices and
cloud services in the Internet. This communication becomes
particularly difficult to handle with the means provided today
when introducing e.g. tens or hundreds of thousands of small
IoT devices in a region, since these devices will consume the
majority of the available frequency spectrum in that region.
When IoT devices are placed onboard marine vessels, the
situation becomes even more difficult, since these vessels
will quite likely move outside conventional terrestrial network
coverage areas. Nevertheless, there is a need for having IoT
capable marine vessels in the future, specifically when taking
into consideration the development of remote controlled and
autonomous ships.

Communication out on the high seas is as such in no way
new. Maritime vessels of today constantly communicate with
other vessels and land based stations within their vicinity.
However, since these vessels are manned and can cope with
most situations without help, due to skilled personnel, the
availability and reliability of the communication is not critical.
When it comes to autonomous shipping, this changes. Without
true artificial intelligence, autonomous ships cannot cope with
any situation without help, and even if they did possess

artificial intelligence, they would still need to be able to
contact land based stations for assistance in some situations.
Consequently, a need arises for having constant and reliable
communication with such IoT capable vessels. In order to
realize such communication systems, ultimately available out
on the high seas, properties of the radio frequency (RF)
spectrum and radio wave propagation need to be reviewed.
This is because remote controlled and autonomous ships will
need to heavily rely on sensor data, which needs to be
communicated to land based stations in one way or another,
where surveillance and control personnel can take control of
the vessels in difficult situations.

In this paper, we present a review on different alternatives
to enable IoT communications for marine vessels, along with
their limitations. We particularly target vessel to land com-
munication. We also discuss use cases that remote controlled
and autonomous ships need to be able to handle. Finally, we
provide preliminary measurement results on received signal
strength over several months on board a ferry vessel cruising in
the outer archipelago of Turku, Finland, in winter and sea-ice
conditions. We believe the results from this field measurement
study are of vital importance when considering the research
and development of IoT communications from marine vessels
to land. These results are a step toward a better understanding
of the impact of weather conditions on radio connectivity
for vessels cruising along arctic and near-arctic shipping
routes. These routes will potentially have global economic
implications, and real-life evaluations of parameters affecting
the signal strength in winter condition are needed to design
efficient ship-to-shore communication infrastructure. This is
even more important when taking into account the current
development of wireless monitoring and control systems for
remote controlled and autonomous vessel operations.

Previous works have focused on the effect of the envi-
ronment and weather conditions on radio wave propagation.
In [1] Meng et al. investigated the dynamic property of a
tropical forested channel due to the weather effect on very high
frequency (VHF) and ultrahigh frequency (UHF) radio-wave
propagation. Oguchi extensively studied wave propagation
in rain, snow or ice crystals in [2]. The studies of radio
wave propagation on sea surfaces are done for more than 60
years [3]–[5]. Hill and Wait specifically modelled the wave
propagation over mixed land, sea, and sea-ice paths [6], [7].978-1-5386-4729-5/18/$31.00 ©2018 IEEE



TABLE I
OVERVIEW OF ITU FREQUENCY BANDS AND THEIR PROPERTIES [8], [9]

Band
Number Band Frequency Range Band Capacity @

SNR ~10 dB
Propagation

Modes Coverage Susceptibility

0 ELF 0.3–3 Hz 101 bps
1 3–30 Hz 102 bps
2 30–300 Hz 103 bps
3 ULF 300–3000 Hz 104 bps
4 VLF 3–30 kHz 105 bps groundwave,

skywave
Up to 5000 nmi Noise, skywave

multipath
5 LF 30–300 kHz 106 bps groundwave,

skywave
Up to 1000 nmi Noise, skywave

multipath
6 MF 300–3000 kHz 107 bps groundwave,

skywave
Up to 1000 nmi Noise, skywave

multipath
7 HF 3–30 MHz 108 bps groundwave,

skywave
Worldwide Noise,

ionospheric
activity

8 VHF 30–300 MHz 109 bps Freespace LOS Terrain multipath
9 UHF 300–3000 MHz 1010 bps Freespace LOS Terrain multipath

10 SHF 3–30 GHz 1011 bps Freespace LOS Weather, terrain
multipath

11 EHF 30–300 GHz 1012 bps Freespace Limited LOS Weather, gaseous
absorption

12 300–3000 GHz 1013 bps

II. FREQUENCY BANDS AND THEIR USES

Depending on the location of the marine vessel, different
communication technologies are available. When the vessel is
close to shore, 3G, 4G and in the near future 5G technologies
should be available. On the other hand, when the vessel is
far from shore, the options are much more limited. While
satellite communication is always an option, satellite networks
are expensive to deploy and they impose a notable delay in
the communication since the path that the radio waves have
to travel is fairly long. In order to obtain faster response
times in the communication, still considering very long ranges,
lower frequency bands can be used. The Very High Frequency
(VHF) and High Frequency (HF) bands can provide ranges
of anything between 40 nautical miles to worldwide coverage
[10]. Indeed, VHF communication for marine communications
is already proposed in [11], where an IoT application for
marine data acquisition and cartography system is proposed.
While communication over these lower frequency bands sup-
ports longer ranges, the bandwidth available in these bands is
severely limited [10], imposing limitations on the type of data
communicated. Depending on the amount of data to transmit,
the lower frequency bands may simply provide insufficient
bandwidth. Taking into consideration that autonomous ships
are being developed, and that these will need to provide
communications related to at least safety, navigation, and
automation, it may very well be that these ships will need to
use several different communication technologies in parallel,
depending on the amount of data to transmit.

Table I lists the bands of the radio spectrum as defined by
the International Telecommunications Union (ITU) [8]. The
table also includes the channel capacity for the entire band to
achieve an SNR of approximately 10 dB under the assumption
that MIMO is not used. Additionally, the ways in which the

radio waves propagate are listed, together with an approximate
coverage area.

TABLE II
OVERVIEW OF WAVE PROPAGATION PHENOMENA

Phenomenon Cause Effect
Attenuation Propagation through

media
Reduced signal strength

Spreading Geometric dispersion Reduced signal strength
Absorption Propagation through

material media, such
as glass or walls

Energy transferred from wave
to atoms and molecules.
Reduced signal strength

Reflection Wave strikes the
boundary of two

media

Continued propagation within
the original medium in a new

direction. Possible partial
absorption

Diffraction Wave blocked by an
obstacle

Shadow zone immediately
behind the obstacle. Wave

reaches behind the obstacle
outside of the shadow zone

Refraction Wave enters new
medium

Propagation direction changed
within the new medium due
to differencies in densities

While Table I lists the basic properties of the ITU frequency
bands, the radio wave propagation is additionally affected by
topography, atmosphere and other factors. Table II presents an
overview of different propagation phenomena that may occur
during transmission [9]. Of particular interest to long range
communications is skywave and groundwave propagation.

Skywave propagation is accomplished through a combina-
tion of reflection and refraction, although it requires that the
transmitter is directed at an appropriate angle towards the sky
[9]. In this mode, the radio waves can propagate long distances
by refraction, because the earth’s atmosphere has different
densities at different elevations and these differences cause
changes in the propagation direction. Additionally, radio waves
will be reflected from the earth’s ionosphere back towards



the surface. Thus, the radio waves will bounce between the
ionosphere and the ground. However, lower frequencies are
significantly attenuated within the D region of the atmosphere
(at altitudes of approximately 60–90 km) during daytime when
the ionosphere is heavily ionized, during summer, and at times
of high solar activity. This holds particularly for frequencies at
10 MHz and below, while higher frequencies experience less
attenuation. In effect, during daytime, groundwave propagation
is the dominant mode of propagation. In groundwave propa-
gation, the radio waves follow the curvature of the surface,
because the wave front induces currents in the surface causing
it to tilt down towards the earth. Skywave and groundwave
propagation are possible only in the HF band and below.

If neither skywave or groundwave propagation are feasible
due to demands on bit rates, what remains is the freespace
propagation mode, which essentially means that propagation
is limited to direct Line-of-Sight (LOS) or multi-path propaga-
tion within a limited area. The radio waves will not propagate
much beyond the horizon since the frequencies in use will
not interact with the atmosphere or the ground. Thus the
immediate coverage area in this mode is severely limited in
terms of long range communications. Also, in the SHF band
and above, attenuation and scattering is caused by moisture in
the atmosphere, limiting their use for communications at sea.
However, freespace propagation is open for Earth-to-satellite
communication, as these operate strictly in the direct LOS
mode. Satellite communications opens up possibilities for high
bit rate communication links between marine vessels and on-
shore stations. The main drawback of satellite communication
is however the latency, due to the distance that the radio waves
need to propagate, in addition to potential data processing at
intermediate and receiving nodes. When it comes to operating
a remote vessel from shore based on real-time input from the
vessel, such latency can cause impediments.

To summarize, if high bit rate communication is required,
the range will be short, unless communication is done via
satellites. For low bit rate communications on the other hand,
lower frequencies can be used (HF and below), and conse-
quently very long communication ranges are achievable.

III. USE CASE SCENARIOS

There are different requirements for connectivity depending
of the use case scenario. The use case for IoT at sea can
be separated into a system related to navigation, automation
and safety. In the safety domain, there is already support for
worldwide search and rescue operations, but when it comes
to on-ship safety, navigation and automation, the assumption
is that the system is mostly locally on-ship. When targeting a
new level of autonomy in shipping, targeting also totally un-
manned ships, there is a new demand for securely, reliably and
cost-efficiently supporting the connectivity needed for securing
autonomy in shipping.

A. Navigation

Navigation traditionally relies on proprietary systems, in-
cluding Global Positioning Systems (GPS), Automated Iden-

tification System (AIS), and Very High Frequency (VHF)
radio for ship-to-ship and ship-to-shore voice communication.
GPS operating at 1575.42 and 1227.60 MHz is almost global,
but AIS operating at 161.975 and 162.025 MHz and VHF
radio at 156–170 MHz work only within the radio horizon,
approximately 75 km. Vessel Traffic System (VTS) is mainly
dependent on these systems and works well in coastal areas.
For open ocean navigation, weather is relevant. Using Navi-
gational Telex (Navtex) weather information can be received
at distances up to 370 km from shore, with a bandwidth of
approximately 100 bits/s. Navtex uses either 490 or 518 kHz
frequency. For global weather, commonly GRIB-files are being
used. A GRIB file consist of data from numerical weather
prediction models, provided by for instance NOAA (US),
Canadian Met Service, and Meteo France. A GRIB file can
be of size 30-40 kB, depending on grid size, and is updated
approximately every 6 hours. On open sea, these are generally
obtained over satellite links, even if High Frequency (HF)
radio can provide low bandwidth radio service.

However, if navigation is assumed to be autonomous, with
remote backup, the picture changes completely. Being able
to remotely navigate a ship means that telematics need to
be performed close to real-time from the ship to a remote
navigation station, and control signals are to be transferred
back. This is still manageable with data rates at approximately
100 kbit/s. However, if live high quality panoramic video is
assumed to also be available, the requirement on data rates can
easily be as high as 50 Mbit/s (ie. 6-7 parallel HDTV quality
streams).

B. Safety

Safety has been well developed. Distress messages can since
the 1990’s be sent using Global Maritime Distress Safety
System (GMDSS) specifications using either terrestrial radio
or satellite links. The data rates on these systems are very
low, and support only distress messaging. Radio systems for
GMSS include VHF / DSC (Digital Selective Call), EPIRB
(Emergency Position Indicating Radio Beacon) and SART
(Search and Rescue Transponder).

C. Automation and monitoring

Automation is an emerging domain for communication at
sea, where the on-board components and systems produce data
streams from sensors, just as IoT in land based systems. The
major difference is that if this automation data is to be made
available for cloud processing, we need to make sure that
the data is transferred to the cloud. A marine Diesel engine
might have hundreds of measurement points, where sensor
data might be sampled at the frequency of 100 Hz or more.
With 16 bit samples, the raw data rate without meta-data easily
reaches 1 Mbit/s and above. On a monthly basis, this means
more than 300 GB of data, surpassing any limit on normal
mobile data plans.

The alternative is to use edge computing [12] on the
ships. Local processing of sensor data makes it possible to
transfer only Key Performance Indicator (KPI) figures off the



ship, decreasing the needed data rates to kbit/s. In case of
disturbances, either a high bandwidth data link can be used
momentarily, or data can be saved locally sp that it can be
further analyzed when the ship approaches coastal regions,
providing for instance 5G connectivity for data transfer.

In addition to the use cases above, we also have use cases
for ship operations, including information of cargo, port calls,
crew, fuel, etc. This can in the other direction be used for
asset tracking and cargo sensors, such as observed cargo
temperatures and vibrations. Entertainment consumes a lot of
communications bandwidth, especially for video streaming.

In table III is an overview of use cases for communication
systems at sea. In the table, we make an attempt at classifying
the requirements on different types of use cases on the
communication.

IV. MEASUREMENT SETUP

In this section and the next, we report on field measurements
done aboard the cruising vessel M/S Eivor (shown in Figure 1)
in the outer archipelago of Turku, Finland. The measurements
were performed over several months in the winter and spring
of 2017–2018. Considering the low temperatures experienced
during this winter (the temperature was continuously well
below -10 °C from mid-February to mid-March), the envi-
ronment can be viewed as a near-arctic environment.

Fig. 1. M/S Eivor, the measurement vessel

The test network was built around UHF IP radio modems
from partner company Satel. The radio network consisted of
one ship station and two land stations, located in fixed posi-
tions in the Turku archipelago in the South-western Finland,
in the Baltic Sea, at the locations called Korpoström (BS1)
and Flatö (BS2, repeater). The Korpoström base station was
also connected to a fixed Internet connection. The height of
the antenna installation at Flatö was approximately 35 m,
and at Korpoström 20 m. The UHF network frequency was
approximately 428.5 MHz and the used power level 5 W (peak
rating). At the beginning of the test, QAM modulation was
fixed, and after enough data was gathered, modulation was
changed to be adaptive according to radio link conditions. The
maximum distance between the Korpoström base station and
the mobile station was 38 km.

In Figure 2 is an overview of the location of the test
network. The cruising vessel M/S Eivor was equipped with
a mobile station. All base stations were similarly equipped,
consisting of a cabinet (Figure 3) with a UHF radio modem,
a 3G/4G radio system, an industrial grade PC running Linux
operating system, and antennas for UHF and 3G/4G commu-
nications. The mobile station was additionally equipped with a
GPS and a weather station, producing location, speed, heading
and weather information to be used as telematics information
to be transferred.

The UHF IP network was used solely by the cruising vessel
to measure the ping time and transfer speed (bits per second)
between the mobile station and the land stations. Received
Signal Strength Indication (RSSI) and Signal-to-Noise Ratio
(SNR) information was gathered from the UHF radio network.
All UHF network measurement results were stored locally on
an SSD along with weather and location data, which were
acquired every 5 seconds. The combined data, which now
had both timestamp and location information, was sent over
the 3G/4G network to the server to be analyzed. The 3G/4G
network was also used for remote monitoring and controlling
of all stations.

Fig. 2. Location of test network and base stations

Fig. 3. Interior and exterior view of cabinet with equipment



TABLE III
USE CASES FOR COMMUNICATION AT SEA

Use Case Bandwidth
Estimate

Reliability
Requirement

Latency
Requirement

Coverage
requirement Communication Type

Navigation / Position reporting bit/s medium seconds Worldwide Ship to land
Navigation / Collision avoidance kbit/s high seconds Worldwide Ship to ship
Navigation / Route optimization kbit/s medium hours Worldwide Land to ship
Navigation / Video streams Mbit/s high milliseconds Coastal Ship to land
Navigation / Remote control kbit/s high milliseconds Coastal Land to ship
Automation / Predictive maintenance Mbit/s hours medium Harbor / coastal Ship to land
Automation / Raw sensor data Mbit/s hours medium Coastal Ship to land
Automation / Diagnostics analysis bits/s high seconds Worldwide Ship to land
Operations kbit/s medium minutes Worldwide Land to ship
Operations / Asset tracking Mbit/s medium minutes Harbor Ship to land
Safety / Distress call bits/s high seconds Worldwide Ship to land / Ship to ship
Entertainment / Live media Mbit/s low minutes Coastal Land to ship
Entertainment / Social kbit/s low minutes Worldwide Land to ship

V. MEASUREMENTS AT SEA

This section presents the measurement results using the
system described in Section IV. We only present a limited
amount of results in this paper. The goal of the system in use
is to obtain long-term behavior, and consequently we leave
most of the results for future work.

Figure 4 shows normalized RSSI values for the vessels
different bearings. The RSSI values are grouped together
according to the fraction of RSSI values that have a certain
normalized level. E.g. the greenest dots means that 95% of
the measured RSSI’s have reached the normalized RSSI level
shown in the polar plot. As can be seen from the figure,
the bearing of the vessel has an impact on the RSSI. For
quite many bearings, most of the measured RSSI’s never reach
higher than approximately 0.5. A likely explanation to this is
that the placing of the receiving antenna is shadowed from the
transmission by the vessel itself for certain bearings. Another
reason may be that it is a property of the antenna, as different
antennas react differently to the reception angles.

Figure 5 shows the measured RSSI along the route of M/S
Eivor. Clearly, the highest RSSI values were obtained close to
the Flatö base station. The impact of distance on the RSSI is
shown in Figure 6, which is based on the distance between
the vessel and the repeater station on Flatö when the vessel
is moving. The variation of RSSI for certain distances are
probably due to land areas between vessel and repeater station.

Figure 7 shows the measured RSSI and SNR respectively
from the Flatö transmissions. The results shown are for a 14
day period in mid-February. As can be seen, the signal strength
is quite high, almost never going below 20 dB. The variations,
on the other hand, are quite high, as the SNR frequently
goes up to slightly above 30 dB. The Flatö transmitter was
located approximately at the middle of the vessels route, which
explains the peaks in both the RSSI’s and the SNR’s, because
the peaks occurred when the vessel was close to the Flatö
transmitter. The resting harbors, on the other hand, were at
the end points of the route, and these contribute to the flatter
regions in the figures. The differences between the flat regions
are more difficult to explain. By mapping the time table of M/S

Fig. 4. Polar plot of bearing to antennas, with normalized RSSI

Eivor to the measurement results, it is clear that the lowest
flat regions occurred when the vessel was at the northernmost
harbor at Pärnäinen, Nauvo. However, at the southernmost
harbor at the island of Utö, the measured SNR varied from
day to day. What can be noted is the impact of the distance
on the signal strength. Closer proximity to the transmitter can
increase the SNR as much as 10 dB’s.

Figure 8 shows the measured transfer rates from both base
stations. The Flatö transfer rates are fairly constant at approxi-
mately 20 kbit/s. The transfer rates from the Korpoström base
station vary quite notably, because the Korpoström transmitter
used adaptive modulation based on channel conditions.

We also analyzed the effect of weather on the RSSI. In
Figure 9 the probability of RSSI when the vessel is stationary
(in harbor) is plotted for high relative humidity (>90 %) and



Fig. 5. Heat map of measured RSSI along the vessels route.

Fig. 6. RSSI as a function of distance from vessel to repeater station

Fig. 7. RSSI and SNR measured onboard Eivor from Flatö transmissions

Fig. 8. Transfer rates from the two base stations

Fig. 9. Effect of humidity on RSSI

lower humidity (<90 %). From the figure we can see that
humidity generally decreases the RSSI, as the density of the
histogram has moved to lower RSSI for high humidity.

The winter of 2018 in the archipelago of Turku was very
special. The sea was covered with a smooth level ice without
any snow for more than two weeks (see Figure 10). Figure 11
shows a histogram of the RSSI while the vessel is moving in
no-ice condition compared to level ice conditions, where the
ice conditions are from February 24th, 2018 until March 10th,
2018. The histogram shows a significantly higher probability
of high RSSI in the presence of ice, which very well could be
due to reflections of the radio waves from the level ice surface.



Fig. 10. Level ice on archipelago sea, winter 2018

Fig. 11. Effect of level ice cover on RSSI

VI. CONCLUSIONS

This paper describes some of the challenges when the con-
cepts of Internet of Things (IoT) enter the shipping industry.
As IoT typically assumes high capacity communication and
cloud infrastructure, the situation changes as there seldom is
high quality data links in marine environment. This paper
analyses the radio spectrum properties, the use cases for
communications at sea and give an overview of requirements
on the communication link.

This paper also describes how a UHF-band test network was

set up in the archipelago of Turku, Finland, and reports on
the finding from those tests. The conclusion from these tests
is that the reliability of the UHF system is very good, and
we easily achieved the expected quality of the data transfers.
The network operates in licensed spectrum; hence, exclusive
access to that spectrum is available. This is at the same time
a limitation, as the system should support many simultaneous
vessels. However, future cognitive networks will probably at
least partially solve this problem. Latency in this type of
network is also minimal, enabling remote navigation.

The range of a UHF-band based communication system
is limited to line-of-sight from vessel to repeater station.
However, in a coastal scenario, using a rather limited number
of repeater stations, the coast line could be covered, enabling
a reliable, low latency communication link.

IoT at sea is dependent on communication. The require-
ments on the communication system are dependent on the use
case, and IoT at Sea will likely be dependent on a multitude of
communication systems, such as Satellite, 4G/5G, VHF, UHF
and HF radio.
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